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ABSTRACT

Confidentiality is one of the principal reasons commercial actors choose international arbitration, as parties
generally expect their contractual, financial, technical, and commercially sensitive information to remain protected
from public disclosure. Nevertheless, confidentiality is not regarded in all legal systems as an inherent, absolute, or
uniformly enforceable principle and may instead arise from party agreement, the law of the arbitral seat,
institutional rules, tribunal orders, or professional obligations. The distinction between privacy and confidentiality
is therefore fundamental, since the exclusion of third parties from arbitral hearings does not necessarily prohibit
the subsequent disclosure of pleadings, evidence, procedural decisions, or awards. Using a descriptive-analytical
method, this study examines the legal foundations, scope, exceptions, and enforcement mechanisms of
confidentiality, with particular emphasis on the challenges created by digital documents and electronic evidence.
The findings indicate that instant duplication, cross-border transmission, recoverability of deleted data, embedded
metadata, cloud storage, virtual hearings, and artificial-intelligence-assisted processing have significantly increased
the risks of accidental disclosure, unauthorized access, and secondary use of arbitral information. The development
of smart contracts and technology-based dispute-resolution mechanisms has also generated new concerns
regarding permanent data storage, user identification, and the responsibility of technology providers.
Confidentiality may additionally conflict with statutory disclosure duties, judicial proceedings, award enforcement,
the right of defense, public policy, and demands for transparency. The study concludes that digital confidentiality
must be understood not merely as a negative duty to refrain from disclosure, but as an active obligation involving
access control, cybersecurity, data minimization, secure transmission, incident response, and final deletion.
Detailed confidentiality clauses, cybersecurity protocols, encryption, role-based access, controlled electronic
disclosure, and clearly allocated institutional and technological responsibilities are therefore essential to ensuring
effective protection throughout the arbitral process.
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EXTENDED SUMMARY
International commercial arbitration has become one of the principal mechanisms for resolving
transnational commercial disputes because it enables parties to select specialized decision-makers,
determine the applicable procedural framework, choose the language and seat of arbitration, and
avoid many of the rigidities associated with national court proceedings. Its contractual foundation
and procedural flexibility allow commercial actors to tailor the dispute-resolution process to the
technical, financial, and legal characteristics of their transactions (Fouchard et al., 2024). In addition
to neutrality, enforceability, and procedural autonomy, confidentiality is frequently presented as one
of arbitration’s most significant advantages. Commercial parties often prefer arbitration because
they seek to prevent the disclosure of contractual disputes, financial difficulties, pricing structures,
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internal communications, technical information, customer data, and business strategies. This
expectation has led some scholars to regard confidentiality as a fundamental characteristic of
international commercial arbitration (Bagner, 2001). Nevertheless, the legal status of confidentiality
is neither uniform nor absolute. Comparative legal analysis demonstrates that national systems
differ considerably in determining whether confidentiality arises automatically from the private
nature of arbitration, must be expressly agreed upon, or depends on institutional rules and
professional duties (Noussia, 2010). The distinction between privacy and confidentiality is therefore
essential. Privacy concerns the exclusion of unauthorized third parties from hearings and procedural
activities, whereas confidentiality concerns the prohibition of disclosure or unauthorized use of
information obtained during the arbitral process. A hearing may be private while documents,
awards, or information relating to the dispute remain legally disclosable in judicial, regulatory, or
corporate contexts. Consequently, the assumption that all arbitration-related information is
automatically protected merely because the parties selected arbitration may generate serious legal
uncertainty.

The digital transformation of commercial transactions and arbitral procedure has substantially
intensified this uncertainty. Contemporary arbitration is increasingly conducted through electronic
correspondence, cloud-based case-management platforms, virtual hearings, digital document
production, online data rooms, automated translation systems, and artificial-intelligence-assisted
document review. Commercial evidence itself is now predominantly electronic and may include
emails, instant messages, spreadsheets, accounting databases, mobile-phone data, audio and video
files, server logs, smart-contract records, and information stored on distributed networks. Electronic
evidence differs from paper evidence because it can be copied instantaneously, distributed across
several jurisdictions, altered without obvious physical traces, recovered after apparent deletion, and
accompanied by metadata containing information not visible in the text of the document. These
characteristics transform confidentiality from a passive obligation not to disclose information into
an active obligation to protect information against unauthorized access, accidental transmission,
cybersecurity attacks, inappropriate secondary use, and uncontrolled technological processing.
Traditional confidentiality rules were primarily developed for proceedings in which access to
information could be controlled through physical possession of paper files and closed hearings. Such
rules may be inadequate when the same document is simultaneously stored on a party’s server, a
lawyer’s laptop, an institutional case-management platform, a cloud provider’s infrastructure, and
an expert’s personal device. The increasing use of smart contracts and technology-based dispute-
resolution mechanisms further complicates the legal position because information may be recorded
on-chain while the substantive dispute is resolved through off-chain procedures (Haddadi, 2024).
Data entered into public or semi-public digital systems may be difficult or impossible to remove,
while pseudonymization may not prevent parties from being identified through transactional
patterns. The digital environment thus expands both the range of information requiring protection
and the number of actors capable of accessing or processing that information.

The present study aims to examine the legal foundations, scope, limitations, and enforcement
mechanisms of confidentiality in international commercial arbitration, with particular emphasis on
challenges arising from the digitalization of documents and electronic evidence. It adopts a
descriptive-analytical and comparative legal method based on the examination of arbitration
scholarship, national approaches, institutional practices, general principles of arbitral procedure,
and emerging technological risks. The study distinguishes among contractual confidentiality,
statutory confidentiality, institutional confidentiality, professional secrecy, and confidentiality
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arising from procedural orders issued by arbitral tribunals. Party autonomy remains the most
important basis for establishing confidentiality because arbitration derives its authority from
agreement, and parties may define protected information, authorized recipients, permitted uses,
temporal duration, exceptions, and remedies for breach. General arbitration theory recognizes party
autonomy as a central organizing principle of international arbitral procedure (Redfern & Hunter,
2023). However, contractual autonomy cannot exclude mandatory disclosure obligations, judicial
supervision, public-order considerations, or the rights of third parties. The law of the arbitral seat
may also influence the existence and extent of the obligation, as some jurisdictions expressly
recognize confidentiality, others infer it from the nature of arbitration, and others require an explicit
contractual or statutory basis. The procedural significance of the seat and the applicable national
arbitration law therefore extends to the protection of information and the availability of judicial
remedies. Iranian legal scholarship similarly emphasizes the role of agreement, procedural
autonomy, and the legal framework governing international commercial arbitration (Shirovi, 2024).
Nevertheless, reliance on general assumptions is insufficient, particularly where digital data are
processed across several jurisdictions. The applicable law may involve not only the law governing the
arbitration agreement and the law of the seat but also data-protection legislation, rules concerning
trade secrets, professional regulations, and mandatory requirements applicable in the country where
data are stored or transferred.

The study finds that the personal and material scope of confidentiality must be defined more
precisely in digitally administered arbitration. The obligation should not be limited to the parties and
arbitrators but should extend, where appropriate, to lawyers, in-house counsel, corporate employees,
witnesses, experts, translators, tribunal secretaries, institutional personnel, litigation funders,
insurers, cloud-service providers, videoconferencing companies, document-review vendors, and
artificial-intelligence service providers. Each participant should receive access only to the
information necessary for the performance of a defined role. The protected subject matter may
include the existence of the arbitration, the identity of the participants, pleadings, documentary
exhibits, witness statements, expert reports, procedural correspondence, hearing recordings, interim
decisions, settlement communications, and the final award. The relationship between confidentiality
and transparency must nevertheless be managed carefully. International arbitration has long faced
tension between the commercial value of secrecy and demands for openness, consistency, and public
accountability (Buys, 2003). This tension is especially evident in disputes affecting public funds,
national security, corruption, environmental interests, or other matters extending beyond the
immediate parties. Public-order and national-security considerations may limit the parties’ ability
to preserve complete secrecy (Shahheidari, 2024). Similarly, the growth of transparency in investor-
state arbitration illustrates that legitimate public interests can require reconsideration of broad
confidentiality expectations (Khan, 2020). Although commercial arbitration differs from investment
arbitration, the underlying lesson is that confidentiality should be treated as a qualified principle
rather than an absolute prohibition. Disclosure may be justified by party consent, statutory duties,
regulatory reporting, court proceedings, recognition and enforcement of an award, protection of
legal rights, or overriding public interests. Any such disclosure should remain necessary,
proportionate, and limited to the information required for the legitimate purpose.

Electronic document production creates particularly serious risks because large volumes of data may
contain privileged communications, personal information, commercially sensitive material, and
metadata unrelated to the dispute. Requests for electronic documents must therefore be governed
by relevance, materiality, and proportionality rather than technical availability. The mere existence
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of searchable digital data should not justify unlimited disclosure. Protocols should define custodians,
date ranges, search terms, file types, metadata fields, review methods, and procedures for the return
or deletion of inadvertently disclosed privileged documents. International arbitral procedure
generally supports efficient and proportionate document production rather than extensive litigation-
style discovery (Nikbakht, 2023). Cloud storage and virtual data rooms can facilitate secure
collaboration, but only when providers are carefully assessed and contractual safeguards are
adopted. Relevant agreements should specify server location, encryption standards, access controls,
subcontracting arrangements, data-retention periods, incident-reporting duties, and secure deletion
procedures. Virtual hearings likewise require identity verification, controlled admission, encrypted
communication, restrictions on unauthorized recording, secure screen sharing, and confirmation
that witnesses are not receiving undisclosed assistance. Artificial-intelligence tools present an
additional layer of risk because confidential materials entered into public platforms may be retained,
analyzed, reused, or incorporated into broader training processes. Parties, counsel, arbitrators, and
experts should therefore avoid entering protected information into systems whose data-governance
practices are unclear. The use of technological tools should be subject to prior risk assessment,
informed authorization, and contractual restrictions on secondary processing. Responsibility for
breach may arise not only from intentional disclosure but also from negligence, such as using weak
passwords, failing to update software, transmitting files through insecure channels, or granting
unnecessary access. Effective remedies may include damages, contractual penalties, injunctions,
orders for deletion or return, limitations on the use of improperly obtained evidence, adverse cost
decisions, professional sanctions, and liability under data-protection or trade-secret laws.

In conclusion, confidentiality in international commercial arbitration must be reconceptualized for
the digital environment. It can no longer be treated merely as an implied promise that participants
will refrain from publicly discussing the proceedings. It is now a comprehensive duty involving
prevention, access management, secure processing, controlled transmission, incident response, data
minimization, and final deletion. A reliable system requires an integrated combination of
contractual, procedural, institutional, organizational, and technical safeguards. Parties should adopt
detailed digital-confidentiality clauses rather than relying on general statements that the arbitration
is confidential. Arbitral tribunals should address cybersecurity, electronic disclosure, virtual
hearings, artificial-intelligence use, and data retention in an early procedural order. Institutions
should maintain secure platforms, establish transparent data-governance policies, assess technology
vendors, and define their responsibilities in the event of a breach. Access should be role-based,
authentication should be strengthened, sensitive information should be encrypted, and highly
confidential documents should be reviewed in controlled environments. Disclosure exceptions
should be narrowly interpreted and guided by necessity and proportionality. The lifecycle of
information must also be managed beyond the issuance of the award, because electronic copies may
remain on personal devices, servers, backup systems, and inactive user accounts. Ultimately, the
legitimacy and commercial attractiveness of international arbitration depend on its ability to protect
digital information in a manner that is legally predictable, technologically competent, and
operationally enforceable. Confidentiality will remain a meaningful advantage of arbitration only
when it is supported by active security obligations and shared responsibility throughout the entire
arbitral process.
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