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ABSTRACT

Bitcoin and other cryptocurrencies have garnered significant attention over the past few years.
Recognized globally as digital coins and virtual currencies, these cryptocurrencies are generated and
traded within the blockchain system. The blockchain technology adopted for the use of cryptocurrencies
has stimulated interest among banking sectors, governments, stakeholders, and individual investors. The
emergence of cryptocurrencies in this decade, following the introduction of Bitcoin in 2009, has
disrupted financial markets. Cryptocurrencies are predicted to be the future of currency, with the
potential to replace current paper-based currencies worldwide. Despite attracting widespread user
attention, many remain unaware of the associated opportunities, disadvantages, and future challenges.
Comprehensive research on cryptocurrencies is still lacking and remains in its nascent stages. In an effort
to provide guidance and meaningful insight to the academic community and users, this article discusses
the opportunities of cryptocurrencies, such as the security of its technology, low transaction costs, and
high investment returns. The core focus of this paper revolves around legal regulations, high energy
consumption, the potential for crashes and speculative bubbles, and network attacks. Future
commitments and applications of cryptocurrencies are systematically examined in this article.
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EXTENDED SUMMARY
Cryptocurrencies, particularly Bitcoin, have revolutionized the way individuals and institutions

conceptualize currency, exchange, and financial autonomy in the digital era. Introduced in 2009 by
the pseudonymous figure Satoshi Nakamoto, Bitcoin emerged as a decentralized, peer-to-peer
system, independent of traditional financial intermediaries and resistant to conventional forms of
state control. This innovation, underpinned by blockchain technology, ensures transactional
integrity through consensus mechanisms and cryptographic validation. Unlike fiat currencies that
rely on central bank authority and are governed by inflationary pressures and regulatory oversight,
Bitcoin's architecture embodies scarcity, transparency, and distributed verification, giving rise to a
system where trust is replaced by algorithmic assurance. Despite its relative infancy, Bitcoin has
catalyzed broader developments in the cryptocurrency space, including the creation of myriad
alternative digital assets. Yet, it also raises theoretical questions about the very definition of money.
For an asset to be recognized as currency, it must function as a store of value, a medium of exchange,
and a unit of account. Bitcoin and its counterparts fulfill these criteria only partially, as their volatility
and adoption barriers limit their universality and practical application as stable financial
instruments. Nonetheless, for digitally literate populations with internet access, cryptocurrencies
present a new modality of economic agency, echoing past alternatives such as salt or cigarettes used
as currency in times of crisis. However, adoption remains uneven globally, and access disparities
further problematize their utility as universal monetary tools (Bohme et al., 2015; Fry & Cheah, 2016;
Kiayias & Panagiotakos, 2015).

From a technological standpoint, blockchain—the foundational infrastructure of cryptocurrency
networks—has been hailed as a breakthrough in digital security and transparency. The process of
mining, which validates transactions and introduces new coins into circulation, is governed by the
"proof-of-work" protocol, wherein computational puzzles must be solved to confirm and record
transaction blocks. This decentralized ledger system prevents double-spending and ensures
consensus without the need for a central authority (Dos Santos, 2017; Eyal & Sirer, 2014; O'Dwyer &
Malone, 2014). Miners who successfully validate blocks are rewarded with cryptocurrency,
incentivizing participation and sustaining network operations. However, this process demands
significant energy and computational resources, often requiring investment in specialized software
and hardware, such as ASIC miners and advanced GPUs. While the cryptographic nature of the
blockchain enhances its security, particularly against tampering and fraudulent transactions,
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concerns persist regarding the potential for malicious actors to accumulate over 51% of hashing
power, thereby compromising network integrity and enabling attacks such as double spending.
Theoretical models demonstrate that should this threshold be surpassed, attackers could alter
transaction history or block legitimate transactions, highlighting the tension between
decentralization and security in proof-of-work systems (Shi, 2016; Tschorsch & Scheuermann, 2016).
These vulnerabilities underscore the importance of continued innovation in consensus mechanisms
and the exploration of hybrid models that combine efficiency, accessibility, and resistance to
centralization.

The promise of cryptocurrency lies not only in its technological architecture but also in its practical
advantages over traditional financial systems. Key among these is the reduction in transaction costs,
as cryptocurrencies eliminate intermediaries and operate independently of centralized banking
institutions. This allows for direct peer-to-peer transactions, enabling financial inclusion, especially
in underbanked regions. Moreover, transactions are processed quickly and globally, unbound by
geopolitical borders or the operating hours of conventional banks. For investors and traders, the
potential for high returns is another alluring feature, given Bitcoin's historical performance and rapid
appreciation in value since its inception (Angel & McCabe, 2015; Kim, 2017; Pieters & Vivanco, 2017).
Cryptocurrencies also offer an alternative store of value in times of economic instability, as
demonstrated during the European debt crisis and Cyprus banking collapse. In such scenarios,
Bitcoin provided a hedge against institutional risk, prompting broader interest among institutional
investors and hedge funds. Additionally, the transparent and immutable nature of blockchain
appeals to users wary of systemic corruption or opaque financial systems. With round-the-clock
availability and global accessibility, cryptocurrencies enable users to transact at any time, further
enhancing their appeal in a digitally integrated world economy. Their integration with big data and
the Internet of Things signals a paradigm shift in transactional infrastructure, moving toward a
decentralized financial future governed by code rather than bureaucracy (Bariviera et al., 2017; Hong,
2017; Luther & Salter, 2017).

Despite these opportunities, the cryptocurrency landscape is fraught with complex legal and
regulatory challenges. Unlike fiat currencies, which are subject to oversight by central banks and
international financial institutions, cryptocurrencies operate within legal gray zones in many
jurisdictions. The anonymity and decentralization of transactions make it difficult to enforce anti-
money laundering (AML) regulations or prevent illicit activities such as fraud and drug trafficking.
Regulatory responses vary significantly across countries: while some embrace cryptocurrencies and
integrate them into financial systems, others—such as China—have imposed strict bans on their use
in financial institutions due to concerns over volatility, capital flight, and untraceable transactions
(Bradbury, 2013; Cheung et al., 2015). Moreover, the absence of a unified legal framework complicates
cross-border enforcement and investor protection, heightening the risk for retail participants.
Energy consumption is another pressing issue. Cryptocurrency mining is notoriously power-
intensive, with estimates indicating that the global Bitcoin network consumes as much energy as
small countries. This raises environmental concerns, particularly regarding carbon emissions and
sustainability. If the environmental costs outweigh the financial benefits, governments may be
compelled to intervene with regulations or outright bans to protect ecological integrity (Hayes, 2017;
Vranken, 2017). Thus, the long-term viability of cryptocurrencies may hinge on the development of
energy-efficient consensus mechanisms such as proof-of-stake or proof-of-activity, which promise
to maintain network security while significantly reducing energy usage (Bentov et al., 2014).
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Beyond energy and legal considerations, the volatility and speculative nature of cryptocurrencies
pose further risks to their widespread adoption. Unlike traditional assets with historical performance
data and market stability, cryptocurrencies are relatively new and subject to dramatic price swings.
Bitcoin, for instance, has experienced multiple boom-and-bust cycles within short time frames,
contributing to perceptions of it being a speculative bubble rather than a stable currency. These
fluctuations are exacerbated by the lack of intrinsic value and the role of public sentiment in driving
prices. Studies suggest that speculative behavior, rather than fundamental valuation, dominates
cryptocurrency markets, making them vulnerable to manipulation and sudden crashes (Yermack,
2013). The infamous Mt. Gox collapse exemplifies the consequences of poorly regulated exchanges
and the fragility of early infrastructure. While price volatility creates profit opportunities for
experienced traders, it also introduces considerable risk for average users and investors. As such, the
potential for market crashes undermines cryptocurrencies’ utility as reliable stores of value or
mediums of exchange, particularly for those seeking long-term financial security. The challenge,
then, is to create a regulatory and technological environment that mitigates these risks while
preserving the decentralized ethos that makes cryptocurrencies revolutionary (Becker et al., 2013;
Conte de Leon et al., 2017; Jackson & Grey, 2014).

In conclusion, the evolving ecosystem of cryptocurrencies represents a profound transformation in
global financial structures, offering alternatives to traditional currency systems and expanding the
horizons of digital economic interaction. Bitcoin and similar digital assets have opened new
possibilities for decentralized transactions, financial autonomy, and technological innovation, yet
their path forward remains contested. Balancing innovation with regulation, minimizing
environmental impact while maintaining network security, and ensuring broader inclusion without
sacrificing decentralization are critical challenges. As governments, developers, and users navigate
this uncharted terrain, a collaborative, informed, and adaptive approach will be essential in shaping
a future where cryptocurrency can become a stable and inclusive component of the global economic
order.
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