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ABSTRACT

The developments in information and communication technology over recent decades have turned cybercrime
into one of the most significant legal and policy challenges at both national and international levels. This article
presents a comparative analysis of legal and policy approaches to combating cybercrime in the two countries of
Iran and Iraq. In this study, the legal and regulatory frameworks of both countries in addressing cybercrime are
first analyzed, followed by an examination of the key similarities and differences between the two legal systems.
The research method is comparative in nature and is based on content analysis of laws, official documents, and
judicial practices. The findings of the study indicate that despite existing similarities in the definition of
cybercrime and the necessity of strengthening cybersecurity, there are fundamental differences in executive
structures, policy-making approaches, and the level of alignment with international standards. Furthermore,
this study addresses challenges such as the lack of regional convergence, shortage of technical expertise in
executive institutions, and the weakness of international cooperation, and proposes strategies to improve the
current situation. In addition to enhancing the body of knowledge in comparative law, this research can assist
policymakers and legal professionals in developing more effective strategies to counter cybercrime.
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EXTENDED SUMMARY
In recent decades, the unprecedented growth of digital technologies has transformed social,

economic, and legal landscapes. This rapid evolution has brought numerous opportunities while also
exposing nations to escalating cybersecurity threats. Cybercrimes have transcended geographical
boundaries, becoming a formidable challenge for international governance. Addressing these issues
demands a comparative understanding of national legal frameworks and policies. This study
critically analyzes the approaches adopted by Iran and Iraq—two neighboring countries with shared
cultural and geopolitical dynamics—to address cybercrimes. The study explores the strengths and
limitations of their respective legal systems, policies, and international collaborations while drawing
insights from scholarly perspectives.

The legal system in Iran is notable for its structured and progressive approach to cybercrime. The
cornerstone of Iran's cybersecurity governance is the Computer Crimes Act of 2009, which provides
comprehensive definitions and penalties for cyber offenses such as unauthorized access, data theft,
and online fraud (Golkhandan, 2024). This act also addresses the protection of personal data, an area
of growing concern in the digital age (Shahbazi & Shabani-Kolahi, 2024). However, the lack of
alignment with international standards, such as the Budapest Convention, remains a significant
limitation, impeding cross-border collaboration (Dehmardeh, 2020). Policymakers in Iran face the
dual challenge of modernizing existing laws while navigating political constraints that limit
international cooperation. The role of Iran’s cyber police, FATA, has been instrumental in enforcing
these laws, though its efforts are hindered by resource limitations and technological barriers (Afshari,
2019).

Conversely, Iraq’s cybersecurity framework remains underdeveloped due to years of political
instability and economic challenges. The absence of a comprehensive cybercrime law has resulted in
fragmented policies that fail to address the complexity of digital threats (Bayancenter, 2022). While
a draft law on cybercrime has been proposed, it has faced criticism for potential overreach and
ambiguities that could suppress freedom of expression (El Guindy & Hegazy, 2014). Iraq’s reliance on
traditional criminal laws to address cybercrimes highlights a critical gap in its governance structure.
Moreover, the lack of specialized enforcement agencies akin to Iran’s FATA further exacerbates
Iraq’s vulnerability to cyber threats (Ghareb & Sedeeq, 2018).

The comparative analysis underscores key similarities and differences in the cybercrime policies of
Iran and Iraq. Both countries emphasize national security in their legal frameworks, reflecting their
geopolitical sensitivities. However, Iran’s approach is relatively proactive, incorporating dedicated
laws and enforcement mechanisms. In contrast, Iraq’s strategy is largely reactive, constrained by
limited resources and institutional weaknesses (AbdulAmeer et al., 2022). Despite these differences,
both nations face common challenges, including insufficient international collaboration and
inadequate technical expertise (AbdulAmeer et al., 2022). Enhancing regional cooperation could offer
a viable solution to these shared challenges, fostering mutual support in policy development and
enforcement.

Cultural and social factors play a significant role in shaping the cyber policies of both countries. In
Iran, the integration of cultural and religious values into cybersecurity policies has led to a unique
regulatory framework that emphasizes moral considerations (Eslami & Danesh, 2023). Conversely,
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Iraq’s diverse cultural fabric and lack of cohesive policy orientation have contributed to
inconsistencies in its approach to digital governance (Nehme, 2023). These cultural dimensions
highlight the need for localized solutions that resonate with societal values while aligning with global
standards.

International collaboration emerges as a pivotal factor in combating cybercrime. Iran’s limited
engagement with global frameworks, such as the Budapest Convention, has restricted its ability to
address transnational cyber threats effectively (Dehmardeh, 2020). Iraq, despite receiving technical
support from international organizations, has struggled to implement these recommendations due
to domestic challenges (Bayancenter, 2022). Both countries would benefit from enhanced
participation in international forums and regional initiatives, which could facilitate knowledge
sharing and capacity building.

Policy recommendations for Iran and Iraq focus on three key areas: legislative reform, institutional
strengthening, and international cooperation. For Iran, aligning domestic laws with international
standards and expanding the mandate of FATA to include advanced cyber forensics could
significantly improve its cybersecurity posture (Shahbazi & Shabani-Kolahi, 2024). For Iraq, the
immediate priority should be the enactment of a comprehensive cybercrime law that balances
security needs with human rights considerations (El Guindy & Hegazy, 2014). Additionally,
establishing a specialized cyber enforcement agency and investing in technical infrastructure are
critical steps for Iraq to mitigate its vulnerabilities (AbdulAmeer et al., 2022).

In conclusion, the evolving nature of cybercrime demands adaptive and collaborative governance
strategies. The comparative insights from Iran and Iraq underscore the importance of integrating
legal, technical, and cultural dimensions into cybersecurity policies. By addressing their respective
weaknesses and leveraging regional and international partnerships, both countries can enhance their
resilience against digital threats. This study contributes to the broader discourse on cybersecurity
governance by highlighting the interplay between national policies and global challenges, offering a
roadmap for other nations grappling with similar issues.
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