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ABSTRACT

Today, we witness the expansion and advancement of information technology and the use of cryptocurrencies in individuals'
lives. Over a decade has passed since the introduction and dissemination of cryptocurrencies, yet substantial and strategic gaps
persist in this field in terms of proper criminal policy, legal regulation, and governance. The unique features and novelty of
cryptocurrencies have created a favorable environment for criminal activity. However, the approaches of different countries
toward this phenomenon vary. Some nations have endeavored to adopt active and dynamic regulatory approaches and select
optimal criminal policies in this domain, while others, due to existing ambiguities and political, security, and economic
sensitivities, have refrained from enacting specific regulations. Given the challenges associated with cryptocurrencies—such as
the anonymity of parties involved, the indeterminacy of origins and destinations, difficulties in evidence collection and crime
scene identification, their legal nature from a jurisprudential perspective, and impediments in the prosecution of crimes due to
inefficient jurisdictional rules—achieving an optimal criminal policy in all dimensions faces significant obstacles. Crimes such
as fraud, money laundering, tax evasion, organized crime, and others are particularly attractive to offenders within this domain.
Most countries, by adopting risk-based criminal policies, attempt to develop suitable strategies. However, considering the
features and components inherent to cryptocurrencies, reliance on this policy alone is insufficient. Undoubtedly, achieving an
effective criminal policy in this field depends on establishing suitable infrastructures and implementing robust regulation and
governance mechanisms. Undeniably, an appropriate criminal policy regarding information technology and the phenomenon of
cryptocurrencies is information-centered. Hence, a preventive, investigative, integrative, differential, and interactive criminal
policy approach in legislation and regulatory reforms can prove effective. This study employs a descriptive and analytical method,
utilizing library resources to examine optimal criminal policies against criminal behaviors stemming from cryptocurrencies in
Iran, with a focus on regulation within the global approach. Initially, the study explores the legal foundations and nature of
cryptocurrencies. Subsequently, it analyzes the concept of criminal policy in all its dimensions, alongside the challenges and
issues associated with criminal policy, as well as appropriate solutions to counter criminal behaviors stemming from
cryptocurrencies. Finally, it delves into regulation, legislation, and the pathology of the cryptocurrency phenomenon.
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EXTENDED SUMMARY
The growing global acceptance of crypto-assets has intensified their exploitation in committing
various financial crimes, including tax evasion, money laundering, theft, forgery, and organized
offenses. This phenomenon is further exacerbated by the fact that many legitimate businesses
around the world recognize crypto-assets as valid payment methods, offering an added incentive for
offenders to commit crimes using these virtual currencies. Due to the anonymity of transactions,
criminals frequently exploit crypto-assets to obscure the identity of participants and the origin or
destination of illicit funds (Najafi Abrandabadi, 2009).
Developing an effective criminal policy to address crypto-related offenses requires examining
different criminal policy models and confronting real-world challenges. For instance, in a liberal
society model, some responses to deviance are delegated to civil society, whereas in an authoritarian
model, the state monopolizes law enforcement and imposes top-down measures. Meanwhile, Islamic
criminal policy, founded upon justice-oriented and growth-centric principles, is considered a
“mixed” policy. Given the unique features of crypto-assets, such as anonymity and difficulties in
gathering legal evidence, a crime-focused approach that strengthens the capabilities of law
enforcement is deemed essential (Lazerges, 2003, 2016).
One of the most significant offenses involving crypto-assets is money laundering, which demands
both proactive and reactive strategies. Countries increasingly lean toward risk-based criminal
policies to monitor and control offenders, both potential and actual. Yet, this pivot suggests a larger
transition from a dignity-based approach toward a security-centered method, emphasizing advanced
surveillance technologies over traditional social prevention efforts (Najafi Abrandabadi, 2009).
Consequently, the priority increasingly shifts to identifying high-risk individuals and environments,
classifying threats, intercepting illegal activities, and isolating offenders.
Governments exhibit varied attitudes regarding the expansion of crypto-assets, with some accepting
their use and granting legal protections, while others prohibit or criminalize such activities. From a
regulatory perspective, key benefits of crypto-assets—such as freedom of payment, accessibility, low
transaction costs, and high speed—have prompted more frequent usage in commercial transactions
(FinCEN, 2013). Nevertheless, the anonymity of transacting parties and the absence of clear
legislative frameworks pose security and legal hazards, creating major challenges for states trying to
enact suitable regulations.
Criminal policy, in a broad sense, involves how society organizes its responses to crime and deviance
(Shamlu & Khalili Paji, 2020a). Unlike past notions that viewed it merely as an applied extension of
criminal law or criminology, modern perspectives regard it as an interdisciplinary field informed by
diverse disciplines. A robust and effective criminal policy goes beyond retributive measures,
advocating social interventions, reducing systemic injustices, and promoting reintegration of
offenders. Legislatively, it signifies strategies embedded in the law to combat crime through
established sanctions, while judicially, it materializes in court rulings that interpret and apply
legislative intent (Shamlu & Khalili Paji, 2020a).
Due to the evolution and growth of cyber offenses, participatory criminal policy stresses community
engagement in preventing and combating criminal phenomena. The public’s involvement reinforces
efforts undertaken by law enforcement and judicial authorities (Esmaeili, 2017; Shamlu & Khalili Paji,
2020b). However, in the cyber realm, traditional investigative tools lose their effectiveness, as
offenses can be committed without geographical limitations. As a result, outdated jurisdictional rules
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struggle to pinpoint the precise location of the crime or to define crimes as “in-flagrante,” thus
complicating timely intervention and the safeguarding of individual rights.

In light of the risk-based strategy, crypto-assets require heightened scrutiny akin to financial
transactions that may facilitate money laundering (FinCEN, 2013). Some countries classify crypto-
exchanges as money service businesses subject to anti-money-laundering and counter-terrorism
financing regulations. In Iran, for example, the responsibility for combating money laundering
belongs to the Supreme Council for Anti-Money Laundering, under the authority of the Ministry of
Economic Affairs and Finance (Law on Combating Money Laundering, 2007). Despite initial
attempts to ban or restrict crypto-related activities, subsequent revisions focused on imposing
stricter identification measures on users of digital asset exchanges.

Ultimately, any effective criminal policy against crypto-related offenses must consider technical,
legal, and social dimensions. The need for modern, differentiated sanctions, improved investigative
tools, and specialized training for police and judiciary officials is paramount. Equally important is
transparent and consistent regulation—both domestically and internationally—to clarify the legal
status of crypto-assets and reduce legal ambiguities. As proposed in multiple studies, greater
intergovernmental cooperation, robust data-sharing frameworks, and risk-based oversight can
significantly help deter criminal exploitation of crypto-assets and preserve economic and social
stability
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