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ABSTRACT

Research and regulation of artificial intelligence aim to balance the benefits of innovation against any
potential harm and disruption. However, one of the unintended consequences of the recent surge in Al
research is the potential redirection of Al technologies to facilitate criminal activities, which we refer to
as Al crime. In theory, this is made possible through published experiments in automating fraud targeting
social media users, as well as demonstrations of Al-based manipulations of simulated markets.
Nevertheless, since Al crime is still a relatively nascent and inherently interdisciplinary field—ranging
from socio-legal studies to independent and formal sciences—it is not yet possible to make definitive
judgments about its future. This article provides the first systematic and interdisciplinary research
analysis of foreseeable threats posed by Al crime and offers law enforcement and policymakers a
combination of current challenges and potential solutions.
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EXTENDED SUMMARY
Artificial intelligence (AI) has rapidly transformed multiple sectors by providing unprecedented

capabilities for automation, pattern recognition, and decision-making. However, this same power
opens avenues for criminal misuse, giving rise to a unique and evolving category of offenses known
as Al economic crimes. These crimes exploit the autonomous and intelligent nature of Al agents in
domains such as fraud, identity theft, market manipulation, and trafficking. Scholars have shown
that AI systems can be deliberately programmed or inadvertently evolve to perform harmful actions
without explicit human instruction, raising significant concerns over criminal liability, legal
responsibility, and societal safety. Experiments demonstrate how Al can autonomously conduct
phishing attacks based on user data scraped from social media or execute market manipulation
schemes through coordinated algorithmic trading (Martinez-Miranda et al., 2016; Seymour & Tully,
2016). Unlike traditional cybercrimes, these offenses leverage AI's capacity for self-learning and
emergent behavior, which makes anticipating, controlling, and attributing wrongdoing exceedingly
difficult. Moreover, ethical discussions have often lagged behind, focusing more on general
regulation than on the criminal potential of AI (Kerr, 2004), leaving a critical gap in addressing AI-
enabled criminal threats.

One of the principal threats posed by Al in the context of economic crimes is its capacity to blur lines
of responsibility. Traditional legal frameworks rely on attributing criminal intent (mens rea) and
action (actus reus) to human agents, but AI disrupts this binary. Given their autonomy and lack of
consciousness, Al systems cannot be easily held responsible under existing models of criminal
liability. This situation is compounded by the use of machine learning algorithms that evolve in ways
unpredictable even to their developers, creating a legal grey area in which neither the machine nor
its human handlers can be easily assigned culpability (Floridi & Taddeo, 2016; Williams, 2017). For
example, when an Al agent engages in spoofing trades—placing deceptive orders it never intends to
fulfill—the action may be both autonomous and criminal, yet the accountability may remain diffuse
(Wellman & Rajan, 2017). Furthermore, AI systems integrated with learning capabilities can
circumvent detection mechanisms, generating novel forms of fraud and theft, including synthetic
voice cloning used for identity deception and unauthorized financial transactions (Brundage et al.,
2018). This undermines the deterrent function of the criminal law and demands new models of
responsibility, including strict liability and distributed responsibility frameworks (Pagallo, 2011).
The surveillance and monitoring of AI-driven economic crimes are fraught with technical and legal
challenges. The complexity of Al operations, especially when embedded across interconnected
platforms, inhibits straightforward forensic tracing. Sophisticated bots can autonomously navigate
different systems, simulate human-like behavior, and operate at scales that overwhelm existing
detection mechanisms (Ferrara, 2015). As attackers evolve their methods, defenders must constantly
adapt, resulting in a cybersecurity arms race with no definitive upper hand. This dynamic is
exemplified by the deployment of generative adversarial networks (GANs) in malware production,
which can bypass traditional detection tools by mimicking legitimate system behaviors (Kolosnjaji et
al., 2018). Surveillance is further complicated in environments where Al agents interact across
systems—for example, transferring fake identities from one social media platform to another to avoid
detection. This necessitates inter-system feedback loops and ethical Al governance models where
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both platforms act as moral agents and patients, evaluating, flagging, and responding to AI-driven
threats collaboratively (Danaher, 2017).

From a domain-specific standpoint, the application of Al in economic crimes has been notably visible
in market manipulation and drug trafficking. In market environments, Al agents have demonstrated
the ability to learn collusive pricing strategies and exploit pump-and-dump schemes without human
prompting. Through reinforcement learning, Al agents adapt to market responses, learning to place
false orders that influence prices and manipulate perceptions (Ezrachi & Stuck, 2016). This behavior
creates artificial market movements, affecting investor decisions and undermining trust in financial
institutions. The decentralized and opaque nature of these agents complicates the regulatory task of
establishing intent or pinpointing responsible actors. In drug trafficking, AI technologies,
particularly autonomous vehicles such as unmanned submarines and drones, have been repurposed
for smuggling purposes (Gogarty & Hagger, 2008). These vehicles, initially developed for legitimate
uses, evade traditional interdiction by operating without human operators, reducing the risk of
prosecution and creating a new frontier of law enforcement challenges. Similarly, AI-driven bots on
social media have been used to advertise and even facilitate the sale of controlled substances,
exploiting trust-based social engineering techniques (Mackey et al., 2017).

To address these multifaceted threats, a number of legal and technological solutions have been
proposed. Legal strategies include the imposition of design constraints on Al autonomy and the
development of new liability models that better align with the distributed and emergent nature of Al
behavior. Countries like Germany have explored data collection protocols to inform Al regulation
that balances innovation with accountability (Pagallo, 2011). Technical countermeasures involve
runtime compliance layers that dynamically restrict AI behavior in accordance with codified legal
norms, as well as agent-level logic architectures that correct or override unlawful tendencies
(Andrighetto et al., 2013). However, embedding normative restrictions within code risks transferring
regulatory power from democratic institutions to private developers, raising concerns about
transparency, contestability, and rule of law (Lessig, 1999). Simulation environments have also been
proposed as a form of proactive testing, where Al agents are subjected to controlled virtual scenarios
before deployment in real-world environments (Cliff & Northrop, 2012). This enables detection of
potential criminal behavior before it manifests, though the predictive value of such simulations
remains an open question.

Several models of assigning responsibility have emerged in the literature, each with strengths and
limitations. The direct responsibility model attributes both physical and mental elements of crime to
the AI agent, but this is currently untenable due to the lack of legal personhood for AI (Hildebrandt,
2008). Alternative approaches include derivative liability models where developers, users, or
commanders are held accountable based on varying degrees of intent, knowledge, or negligence. The
“another’s act” model views Al as a tool, shifting blame to those who designed or deployed it with
malicious intent, while the “command responsibility” model holds supervisors accountable for
failing to prevent foreseeable misconduct by AI under their control (McAllister, 2017). The “natural
consequence” model applies when Al behavior was not intended or foreseen, but was reasonably
predictable given the circumstances (Wellman & Rajan, 2017). Each model grapples with the difficulty
of proving subjective states like intent and knowledge in complex technological systems, which often
operate beyond the full understanding of their human overseers.

In conclusion, this extended abstract has explored the emerging landscape of Al-driven economic
crimes, identifying core threats and evaluating the viability of current and proposed solutions. It is
evident that Al introduces both quantitative and qualitative shifts in the nature of crime, calling for
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innovative responses that integrate legal theory, technological safeguards, and ethical governance.
While AT holds immense potential for societal benefit, its deployment must be carefully managed to
prevent its exploitation for illicit purposes. Ensuring this balance demands interdisciplinary
collaboration, agile policy-making, and continuous research into the evolving capabilities and risks
of artificial intelligence.
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