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ABSTRACT

Artificial intelligence (AI) and human rights are among the topics that play an increasingly significant role in
contemporary human life. Alongside all its advantages, Al also poses risks to human rights. Accordingly, the present
article aims to examine the challenges of Al in violating human rights and possible solutions, with emphasis on the
International Convention on Artificial Intelligence. This article adopts a descriptive-analytical approach. The
findings indicate that AI can lead to violations of rights such as privacy. With the advancement of Al, vast amounts
of individuals’ data are collected and analyzed, which may result in breaches of the right to privacy. Moreover, AI
and algorithms can, in certain cases, produce discriminatory outcomes based on gender, race, ethnicity, or other
personal characteristics. Challenges posed by Al to freedom of expression, labor rights, accountability and
responsibility, and the rule of law are other manifestations of Al-related threats to human rights. Legislative
measures in the field of Al, transparency regarding the methods and algorithms used, enhancement of personal
privacy and freedoms protection, and the necessity of drafting specific international regulations on Al are among
the most important solutions to address Al-related human rights violations. In this regard, the International
Convention on Artificial Intelligence effectively serves as a complementary framework to existing international
standards on human rights, democracy, and the rule of law, aiming to fill any legal gaps that may arise from the
rapid technological advancements driven by Al
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EXTENDED SUMMARY
The rapid proliferation of artificial intelligence (AI) across all sectors of human life has brought both

unparalleled opportunities and unprecedented challenges for the protection of human rights,
prompting the urgent need for legal, ethical, and policy frameworks to mitigate its adverse effects.
Al as a branch of computer science aimed at simulating human intelligence through processes such
as learning, reasoning, and problem-solving (Balhara et al., 2020; Tahmasbi, 2006; Vaseghi, 2020),
has transformative potential in domains ranging from healthcare to education, security, and
governance (Javdani Zaman, 2022). However, its rapid integration into these fields has triggered
significant human rights concerns, including violations of privacy, discrimination, curtailment of
freedom of expression, erosion of labor rights, and challenges to accountability and the rule of law
(Abouzari, 2023; Balouch Fard, 2022; Elsan & Dehestani, 2022; Floridi, 2014; Hakim & Ebrahimi, 2023;
Haskel, 2023; Maghrebi Gerdroodbari et al., 2023; Nikandish et al., 2022; Sheikhvand et al., 2023;
Zakeri Nia, 2023). These issues are exacerbated by the opacity of many AI systems, the biases
embedded in algorithmic decision-making, and the lack of uniform global regulations. Notably, mass
data collection and surveillance technologies, such as facial recognition, have been shown to
reinforce racial and gender biases, leading to serious privacy infringements and discriminatory
practices (Floridi, 2014). The dual capacity of Al to either advance or undermine fundamental
freedoms places an ethical obligation on developers, policymakers, and international institutions to
ensure that Al deployment aligns with the principles of dignity, equality, and justice (Haskel, 2023;
Javdani Zaman, 2022).

One of the core areas where Al impacts human rights is the right to privacy. Al-driven surveillance
systems, including CCTV networks, biometric recognition tools, and predictive analytics, enable
unprecedented tracking of individuals’ behaviors, locations, and associations (Floridi, 2014). Such
technologies, while justified under the pretext of public safety or targeted marketing, often operate
without informed consent, contravening the right to private life and undermining public trust.
Similarly, Al’s influence on freedom of expression is twofold: while it can aid in combating hate
speech and misinformation through algorithmic content moderation (Javdani Zaman, 2022), it also
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facilitates the rapid spread of disinformation and manipulation of public opinion (Haskel, 2023). This
paradox underscores the need for governance models that strike a balance between protecting open
discourse and safeguarding against harmful content. Discrimination constitutes another pressing
challenge, as Al systems trained on biased historical datasets can perpetuate systemic inequalities in
employment, law enforcement, and access to essential services (Elsan & Dehestani, 2022).
Furthermore, the automation of decision-making processes in governance risks diluting the
principle of the rule of law if mechanisms for human oversight, contestability, and remediation are
absent (Balouch Fard, 2022; Hakim & Ebrahimi, 2023; Nikandish et al., 2022; Sheikhvand et al., 2023).
The blind trust in algorithmic infallibility is both legally and ethically hazardous, as past empirical
evidence reveals that Al decisions can still be flawed, context-insensitive, or susceptible to malicious
cyberattacks (Maghrebi Gerdroodbari et al., 2023; Zakeri Nia, 2023).

Labor rights are also significantly affected by AI adoption, particularly in relation to job security and
the right to decent work. Automation threatens low-skilled and vulnerable workers by replacing
human labor in various sectors, thereby exacerbating unemployment and income inequality
(Abouzari, 2023; Elsan & Dehestani, 2022; Javdani Zaman, 2022; Seifi & Razmkhah, 2021). Although
Al can create new economic opportunities, such benefits are often unequally distributed,
necessitating regulatory safeguards to ensure fair labor practices and equal access to new job
markets. The complexity of Al systems also complicates the attribution of responsibility in cases of
harm, making it difficult for victims to gather evidence or prove causation in legal disputes (Elsan &
Dehestani, 2022; Seifi & Razmkhah, 2021). This imbalance of power between Al operators and affected
individuals highlights the importance of adopting strict liability frameworks and ensuring that
victims have access to necessary information for legal redress. Accountability challenges extend to
clarifying the roles and responsibilities of various Al actors, including developers, data scientists,
end users, and corporations (Eubanks, 2018; Panser, 2011). Without clear attribution of ethical and
legal duties, harmful outcomes risk going unaddressed, undermining public confidence in Al
governance.

Addressing these challenges requires a multifaceted approach that incorporates national legislation,
international cooperation, and robust ethical guidelines. Legislative action is essential to regulate Al
applications across domains, protecting privacy, preventing discrimination, and ensuring
transparency in algorithmic decision-making (Bakhtiari, 2021; Maghrebi Gerdroodbari et al., 2023;
Mostafavi Ardabili et al., 2022; Sheikhvand et al., 2023; Valipour & Esmaili, 2021; Zakeri Nia, 2023).
Transparent disclosure of Al methodologies, data sources, and decision-making criteria is critical for
building trust and enabling independent oversight (Atazadeh & Ansari, 2019; Rahbari & Shabanpour,
2022). Developers must adopt “explainable AI” principles to ensure that systems are interpretable
and accountable. Additionally, enhancing public awareness of AI’s societal impacts empowers
individuals to safeguard their rights (Asadpour et al., 2023; Hakim & Ebrahimi, 2023). Given the
global nature of AI, harmonized international regulations are vital for establishing uniform
standards, facilitating cross-border data sharing, and preventing a “race to the bottom” in ethical
and legal protections (Balouch Fard, 2022; Javanbakht et al., 2023; Sheikhvand et al., 2023; Valipour
& Esmaili, 2021). Such frameworks should embed human rights protections into every stage of AI's
lifecycle, from design to deployment, and promote innovation that is equitable and socially
beneficial.

The International Convention on Artificial Intelligence, currently under development within the
Council of Europe framework, represents a landmark effort to codify global standards for Al
governance. Rooted in principles of human rights, democracy, and the rule of law, the convention
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seeks to ensure that Al technologies serve humanity while minimizing potential harms. Its provisions
emphasize proportionality, safety, fairness, transparency, non-discrimination, and sustainability,
while also mandating human oversight and accountability (Eubanks, 2018; Panser, 2011). By
involving multiple stakeholders—including governments, private sector entities, academia, and civil
society—the convention fosters a collaborative approach to ethical Al development. It aligns closely
with UNESCO’s Ethical AI guidelines, which stress cultural pluralism, inclusivity, environmental
protection, and equitable participation by developing countries. This international consensus-
building process aims to mitigate risks such as entrenched biases, privacy intrusions, and
exacerbation of global inequalities, while leveraging Al’s capacity to address global challenges like
climate change, healthcare access, and food security.

The road to responsible Al governance is complex, requiring a delicate balance between
technological advancement and the preservation of fundamental freedoms. As Al systems become
increasingly embedded in critical decision-making processes, from criminal justice to public health,
the stakes for ensuring their fairness, transparency, and accountability grow ever higher. National
governments must develop coherent Al strategies that integrate ethical considerations into research,
design, and deployment phases, while also participating actively in international standard-setting
initiatives (Valipour & Esmaili, 2021; Zakeri Nia, 2023). Civil society and independent oversight bodies
play a crucial role in holding AI actors accountable, advocating for affected communities, and
fostering informed public discourse. In parallel, interdisciplinary research is needed to continuously
evaluate AI’s evolving impacts on human rights and to develop adaptive regulatory tools that can
respond to emerging challenges. The convergence of legal, ethical, and technical expertise will be
instrumental in shaping an Al ecosystem that upholds human dignity and promotes sustainable
development.

In conclusion, while AI offers immense potential to enhance human capabilities and address
pressing societal challenges, it simultaneously poses serious risks to the enjoyment and protection
of human rights. The interplay between AI and human rights is not inherently adversarial; rather, it
depends on the governance choices made by states, corporations, and international bodies. By
enacting robust legal safeguards, fostering transparency and accountability, and embedding ethical
principles into Al systems, it is possible to harness Al as a force for good while mitigating its dangers.
The International Convention on Artificial Intelligence, alongside complementary national and
regional measures, provides a critical opportunity to establish a global framework that ensures AI’s
benefits are equitably distributed and its harms effectively contained. The task ahead lies in
translating these principles into enforceable norms and practical mechanisms that can keep pace
with the rapid evolution of Al technologies, ensuring that they remain aligned with the universal
values of human rights, democracy, and the rule of law.
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