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ABSTRACT

The issue of civil liability arising from Internet communications has always been a highly significant topic both
domestically and internationally, consistently drawing the attention of legal policymakers. Given this significance,
examining domestic and international laws in this area remains crucial. Furthermore, analyzing Iran’s judicial
practice concerning this matter can underscore its importance even more. In the European Union, this form of
liability is based on strict liability. A notable reference for further clarification is the European Union Directive on
Data Protection (October 24, 1995), whose primary objective is to harmonize the laws of the Member States.
According to this directive, Member States cannot reduce the level of protection set forth in the directive within
their domestic laws concerning compensation and civil liability. To this end, Chapter III of the directive elaborates
on enforcement measures, liabilities, and judicial remedies (Articles 22 to 24). Another relevant document is the
European Directive of July 12, 2002, which serves as a supplement to the aforementioned directive. Additionally,
the European Directive of March 15, 2006, was enacted to ensure security and prevent criminal activities,
addressing compensation for damages incurred by individuals in cyberspace. In Iranian law, this type of liability
can be inferred from provisions in the Civil Code, the Civil Liability Act, and the Electronic Commerce Act, including
Article 78, which pertains to compensation for damages. This article explicitly refers to compensation for damages
arising from transactions and Internet communications by both natural and legal persons. Accordingly, one of the
primary objectives of the present study is to examine the legislative scope of civil liability arising from Internet
communications in Iranian law and international documents using a descriptive-analytical method. The findings
indicate that the legislative scope of this liability is reflected in Iranian laws and judicial practice, as well as in
international legal instruments and statutes.
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EXTENDED SUMMARY
The issue of civil liability arising from internet communications has gained increasing importance in

contemporary legal discussions, particularly given the global expansion of digital interactions.
Various legal systems have adopted different frameworks to address liability in cyberspace, with
international documents and national laws seeking to balance rights and responsibilities in the
digital sphere. In Iranian law, the foundations of civil liability related to internet communications
can be traced to general principles in the Civil Code, the Civil Liability Act, and the Electronic
Commerce Act. Article 78 of the Electronic Commerce Act, for instance, explicitly addresses
compensation for damages arising from electronic transactions and communications, highlighting
the legislative framework’s attempt to incorporate digital interactions within the broader legal
system. Additionally, Iran’s legal system places a significant emphasis on fault-based liability, where
the injured party must establish causation and fault for compensation claims. In contrast, the
European Union has adopted a stricter approach, particularly through its directives on data
protection, such as the European Union Directive on Data Protection (1995), which introduced a
harmonized liability framework across member states. This directive restricts individual nations
from implementing domestic regulations that reduce the level of protection afforded under the
directive. Furthermore, the European Directive of July 12, 2002, supplemented the 1995 directive by
reinforcing obligations on data processors and controllers. Similarly, the European Directive of
March 15, 2006, was established to address security risks and prevent criminal activities in
cyberspace, including provisions for compensating individuals for harm suffered due to digital
misconduct. The legal evolution in the European framework highlights a preference for strict liability
mechanisms, contrasting with Iran’s fault-based system, which often requires claimants to provide
evidence of harm and causation (Hosseinpour & Sabernejad, 2015).

The theoretical foundations of civil liability in internet communications are deeply rooted in
traditional legal principles but must be adapted to the digital era. Iranian law, drawing from classical
legal doctrines, incorporates liability principles primarily through indirect legal provisions rather
than through a comprehensive digital liability law. For example, Article 307 of the Civil Code
identifies the sources of obligations, yet it does not explicitly address cyberspace-related liabilities.
Scholars argue that existing legal concepts such as "loss causation" and "compensation principles"
should be interpreted in light of contemporary digital challenges (Katouzian, 2003). The principle of
loss causation (Tasabib) is particularly relevant, as it establishes liability for individuals who,
through negligence or intentional actions, cause harm to another party. This concept has been
applied in cyberspace, where issues such as hacking, data breaches, and cyber fraud are examined
under general liability doctrines. In Iranian jurisprudence, there remains a debate on whether
certain cyber-related harms, such as identity theft or data manipulation, should be classified under
direct liability (Etlaf) or indirect liability (Tasabib). The distinction is crucial because direct liability
cases require a lower threshold of proof compared to indirect liability, which necessitates evidence
of intent or negligence. In contrast, European legal frameworks prioritize preventive measures, such
as mandatory data protection policies, to mitigate risks before they materialize into legal claims. This
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approach is evident in the implementation of the General Data Protection Regulation (GDPR), which
imposes strict obligations on data handlers and allows for significant penalties for non-compliance.
These regulatory measures shift the burden of liability from individuals to corporations, emphasizing
consumer protection over individual fault-based liability (Bojnourdi, 1992).

Iranian law has also sought to address digital liabilities through the Cyber Crimes Act, which
primarily focuses on criminal rather than civil responsibility. This act includes provisions for
prosecuting online offenses such as unauthorized access, data theft, and cyber fraud, yet it does not
comprehensively address the issue of compensatory damages for affected individuals. While Article
1 of the Cyber Crimes Act criminalizes unauthorized access to protected computer systems, it does
not provide clear guidelines on compensatory mechanisms for victims. This legislative gap has
resulted in inconsistencies in judicial rulings, where courts must rely on analogical reasoning to
determine appropriate remedies. For instance, in cases involving financial losses due to cyber fraud,
courts have referenced general civil liability principles rather than specific digital liability statutes
(Ahmadi Nator & Aghababaei, 2016). This contrasts sharply with European legal approaches, where
victims of cyber misconduct can seek redress through well-established consumer protection laws and
data privacy regulations. The French Commission on Informatics and Liberties (CNIL) has played a
leading role in shaping digital liability discourse, particularly with its advocacy for the "right to be
forgotten," which enables individuals to demand the removal of personal data from online platforms.
This right has been reinforced through court rulings, such as the European Court of Justice’s decision
in Google Spain SL v. Agencia Espafiola de Proteccion de Datos, which established the legal
precedent for digital data erasure. By comparison, Iranian law lacks specific provisions for digital
reputation management, leaving victims with limited legal recourse for online defamation or
unauthorized data exposure (Zamani & Attar, 2016).

International human rights instruments have also contributed to shaping the discourse on internet
liability, particularly through the recognition of information rights and privacy protections. The
Universal Declaration of Human Rights (1948) and the International Covenant on Civil and Political
Rights (1966) both emphasize the right to privacy and freedom of expression, yet they do not provide
detailed mechanisms for addressing internet-related liabilities. Article 19 of the International
Covenant on Civil and Political Rights protects freedom of expression but allows for restrictions in
cases where public security or individual reputations are at risk (Hosseinpour & Sabernejad, 2015).
However, the challenge lies in defining the limits of digital expression without encroaching on
fundamental rights. The European Convention on Human Rights has taken a proactive approach by
balancing free expression with the protection of personal data, as seen in cases adjudicated by the
European Court of Human Rights. For instance, in cases involving online harassment, European
courts have imposed liability on website administrators for failing to remove harmful content,
whereas Iranian courts have largely relied on criminal defamation statutes to address similar
concerns. This divergence highlights the differing legal cultures surrounding digital responsibility,
with European frameworks emphasizing institutional accountability and Iranian law focusing on
individual culpability (Baistrocchi, 2002).

In examining regulatory responses, the European Union’s E-Commerce Directive has introduced a
tiered liability system for internet service providers (ISPs). Under this directive, ISPs are granted
conditional immunity from liability for third-party content as long as they adhere to certain
regulatory obligations, such as removing illegal content upon notification. This system creates a
structured framework that encourages self-regulation among digital service providers while ensuring
accountability for harmful online activities. In contrast, Iranian law lacks a formalized liability
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structure for ISPs, resulting in ad hoc judicial decisions regarding their responsibility in cyber-
related disputes. Without clear statutory guidance, Iranian courts have varied in their rulings on
whether ISPs should be held liable for hosting illegal content. This legal ambiguity underscores the
need for a comprehensive legislative framework that delineates the responsibilities of digital service
providers and establishes clear compensation mechanisms for affected parties (Baistrocchi, 2002).
In conclusion, the legislative scope of civil liability arising from internet communications in Iranian
law remains underdeveloped compared to the more structured approaches adopted by international
legal instruments. While Iranian statutes incorporate general liability principles, they lack specificity
regarding digital harm and compensatory mechanisms. The reliance on traditional civil liability
doctrines has led to interpretative challenges, requiring judicial discretion to bridge legal gaps. By
contrast, European legal systems have established robust regulatory frameworks, such as the GDPR
and E-Commerce Directive, to address digital liabilities comprehensively. These frameworks shift
liability from individuals to corporations, fostering greater accountability among digital service
providers. Moving forward, Iranian legal reforms should focus on establishing clearer statutory
provisions that address emerging cyber risks while ensuring a balance between individual rights and
institutional responsibilities. This would require integrating principles from international best
practices while adapting them to Iran’s unique legal and cultural context. A well-defined liability
framework would enhance legal certainty, improve access to justice for victims of digital harm, and
align Iranian law more closely with global regulatory trends.
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