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ABSTRACT

The present study was conducted with the aim of comparatively evaluating the effectiveness of the criminal policies of Iran and
Afghanistan in addressing crimes against privacy in cyberspace. Criminal policy, as a set of state strategies for the prevention,
criminalization, and response to criminal phenomena, is assessed in this study from legislative, judicial, and executive
perspectives. The research employs a descriptive-analytical method with a comparative approach. The findings indicate that the
criminal policies of both countries in this area lack sufficient effectiveness due to legislative inconsistency, limited enforcement
capacity, and the predominance of a punitive approach over a preventive one. Although Iran possesses a relatively more
developed legislative framework, it faces significant implementation challenges. Afghanistan, by contrast, remains at the stage
of developing the foundational infrastructure of cyber criminal policy. The study suggests that both countries should move
toward an “integrated criminal policy” that combines legislative, executive, preventive, and supportive measures, while also
drawing upon Islamic jurisprudential foundations as a source of legitimacy and normative support.
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EXTENDED SUMMARY
Criminal policy toward crimes against cyber privacy has become one of the most urgent issues in
contemporary legal systems, particularly in societies where rapid digitalization has outpaced the
capacity of criminal law, judicial institutions, and enforcement agencies. Criminal policy, in its
modern sense, refers not merely to penal reaction but to the totality of legislative, judicial, executive,
preventive, and supportive measures through which society responds to criminal phenomena
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(Delmas-Marty, 1986). In the digital environment, this concept acquires a more complex meaning
because violations of privacy are no longer limited to physical intrusion or direct disclosure, but
include unauthorized access to personal data, non-consensual publication of private images, digital
sexual extortion, identity theft, cyberstalking, and surveillance through networked technologies
(Clough, 2015; Wall, 2007). Theoretical literature on privacy shows that privacy is not a single, fixed
interest, but a multidimensional legal and social value related to autonomy, dignity, informational
control, contextual integrity, and protection against misuse of personal information (Nissenbaum,
2010; Solove, 2008). Therefore, crimes against cyber privacy require a criminal policy that can
respond to technological speed, anonymity, transnationality, and the continuing harm caused by
digital dissemination. In Iran and Afghanistan, this issue is even more significant because both legal
systems are influenced by Islamic jurisprudential foundations, social expectations concerning honor
and dignity, and the need to harmonize domestic criminal law with international standards of
cybercrime control and privacy protection (Bagherinejad, 2020; Kariminia, 2019).

This study aims to conduct a comparative evaluation of the effectiveness of the criminal policies of
Iran and Afghanistan in combating crimes against cyber privacy. The central research problem is
whether the existing criminal policy frameworks of these two countries are capable of providing
coherent legislative protection, predictable judicial response, effective enforcement, preventive
mechanisms, and adequate support for victims. The study is grounded in the assumption that
effectiveness cannot be assessed merely by the existence of criminal statutes; rather, an effective
criminal policy must be legally clear, institutionally enforceable, socially legitimate, proportionate,
preventive, and compatible with the values of the target society (Bentham, 1789; Lappi-Seppéld, 2011).
From a comparative-law perspective, Iran and Afghanistan provide a meaningful field of analysis
because they share religious, cultural, linguistic, and historical affinities, while differing significantly
in legislative development, institutional capacity, judicial specialization, and cyber-enforcement
infrastructure. Iran has a relatively more developed legal framework for computer crimes and has
established specialized enforcement mechanisms, yet its system continues to face problems of
legislative dispersion, interpretive ambiguity, and implementation gaps (Alizadeh, 2018; Farahmand,
2021). Afghanistan, by contrast, remains at an earlier stage of building cyber-criminal policy
infrastructure, with more limited statutory coverage, weaker technical capacity, and insufficient
institutional specialization (Salehi, 2022). This comparison allows the study to identify both common
deficiencies and country-specific reform priorities.

Methodologically, the research adopts a descriptive-analytical design with a comparative approach.
The evaluation is organized around a three-dimensional framework of criminal policy: legislative
criminal policy, judicial criminal policy, and executive criminal policy. The legislative dimension
examines the completeness of criminalization, definitional precision, coherence of legal provisions,
proportionality of punishments, and compatibility with international cybercrime and privacy
standards (Rezaeipour, 2021; Unodc, 2013). The judicial dimension assesses how courts interpret and
apply cybercrime provisions, how digital evidence is handled, whether judicial practice is
predictable, and whether victims can obtain timely and meaningful remedies. The executive
dimension evaluates the capacity of enforcement institutions, including cyber-police structures,
technical investigation tools, reporting mechanisms, public awareness programs, and victim-support
services (Hosseini, 2021; Mohseni, 2019). The study also incorporates an integrated criminal policy
model, according to which punitive response must be coordinated with prevention, education, social
support, technological regulation, and rehabilitation. This model is especially important in the field
of cyber privacy because criminal prosecution after harm has occurred is often insufficient; once
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private images, personal data, or defamatory materials are disseminated online, the damage may
continue indefinitely. Therefore, preventive education, early reporting channels, rapid content-
removal mechanisms, and psychological and legal support for victims are essential components of
effectiveness (Mousavi, 2020; Saberi, 2019).

The findings indicate that Iran’s criminal policy toward cyber privacy is relatively more developed
than Afghanistan’s, particularly in the legislative and executive dimensions, but it still falls short of
an acceptable level of effectiveness. Iran’s Computer Crimes Law and related provisions in criminal
and procedural legislation have created a basic framework for prosecuting unauthorized access, data
interference, disclosure of private information, and certain forms of digital privacy violation (Abbasi,
2020). However, the Iranian system suffers from legislative fragmentation, as privacy-related
provisions are dispersed across different statutes, including computer crime legislation, penal
provisions, electronic commerce regulations, and procedural rules. This dispersion weakens legal
certainty and may reduce the perceived certainty of punishment, which is a core condition of
deterrence theory (Bentham, 1789). Moreover, key concepts such as personal data, informed consent,
digital sexual extortion, deepfake-based privacy violation, and platform responsibility are not
defined with sufficient precision. Judicially, Iranian courts face problems in interpreting technical
concepts and evaluating digital evidence, especially where metadata, server logs, IP addresses, cross-
platform dissemination, or foreign-hosted platforms are involved (Farahmand, 2021). At the
executive level, the existence of cyber-police capacity is an important advantage, yet the gap between
the volume of cyber complaints and actual investigative capacity remains significant. In addition,
victim-support mechanisms, emergency content-removal procedures, and preventive education
remain less developed than punitive enforcement (Hosseini, 2021).

The findings concerning Afghanistan show a more foundational deficit. Afghanistan’s criminal policy
in the field of cyber privacy is still in the stage of institutional formation and lacks the level of
legislative comprehensiveness required for an effective response to contemporary cyber harms
(Salehi, 2022). The absence of detailed definitions of personal data, digital consent, online privacy
violation, cyber extortion, and unauthorized digital dissemination limits the ability of courts and
enforcement bodies to respond consistently. Judicially, Afghanistan faces serious structural
challenges, including limited specialization among judges, weak codified jurisprudence in
cybercrime cases, and the coexistence of formal judicial mechanisms with customary dispute-
resolution structures. Although customary mechanisms such as jirgas may have social legitimacy in
some communities, they may also create risks for victims, especially women, if not aligned with
Islamic principles of dignity, protection from harm, and procedural fairness (Bagherinejad, 2020;
Kariminia, 2019). At the executive level, Afghanistan lacks a sufficiently equipped cyber-police
infrastructure, specialized forensic laboratories, trained investigators, and systematic public-
reporting mechanisms. Nevertheless, the Afghan context also contains important potential
capacities, including the social influence of mosques, religious schools, local councils, and
community leaders. If properly oriented, these institutions can support public education about the
religious prohibition of spying, disclosure of secrets, and violation of personal dignity. Thus,
Afghanistan’s reform pathway should prioritize low-cost, high-impact reforms, including religiously
grounded awareness campaigns, basic cybercrime legislation, training of a core group of
investigators and judges, and gradual establishment of specialized cyber-enforcement units (Clough,
2015; Unodc, 2013).

The comparative analysis demonstrates that neither Iran nor Afghanistan has yet achieved a fully
effective criminal policy for combating crimes against cyber privacy. Iran’s main problem is the gap
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between law and implementation: it has a comparatively stronger legal and institutional foundation,
but its preventive, supportive, and interpretive mechanisms remain insufficient. Afghanistan’s main
problem is more basic: both the legal framework and enforcement capacity require systematic
development. In both countries, criminal policy remains overly punitive and insufficiently
preventive; victims are not adequately supported; public education is fragmented; and the rich
Islamic jurisprudential capacity for protecting privacy, dignity, and social trust has not been fully
transformed into modern cyber-criminal policy. The study therefore proposes movement toward an
integrated Islamic criminal policy model composed of three layers: a religious-social layer based on
Islamic teachings concerning privacy, prohibition of spying, protection of dignity, and rejection of
victim-blaming; a legislative-judicial layer based on precise cybercrime definitions, coherent
statutes, trained judges, and predictable procedures; and an executive-supportive layer based on
specialized cyber-police units, digital forensic capacity, rapid response mechanisms, victim services,
and regional cooperation. Such a model can help both countries move beyond fragmented penal
reaction and toward a balanced system that combines legality, prevention, enforcement, social
legitimacy, and victim protection. For Iran, reform should focus on consolidating data-protection
legislation, strengthening victim-support institutions, clarifying judicial guidelines, and expanding
preventive programs. For Afghanistan, priority should be given to drafting independent cybercrime
legislation, training specialized legal and enforcement personnel, using religious and community
networks for awareness, and building gradual regional cooperation with countries that have more
developed cyber-enforcement experience. In conclusion, effective protection of cyber privacy in Iran
and Afghanistan is not only a technical or legal necessity, but also a moral and social obligation
rooted in the protection of human dignity. A successful criminal policy in this field must combine
modern criminological knowledge, comparative legal standards, Islamic jurisprudential legitimacy,
and practical institutional capacity in order to protect citizens against emerging forms of digital
harm.
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