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ABSTRACT

The integration of information technology into criminal proceedings has transformed the nature of preliminary investigations
and crime detection from traditional investigative practices into “digital forensics.” Although this transformation has
substantially enhanced the capacity to uncover the truth, it has also exposed fundamental principles of a fair trial, including the
presumption of innocence, the right to privacy, and the accused’s right to defense, to serious and unprecedented challenges.
Using a descriptive-analytical method, the present article examines the challenges and strategies associated with safeguarding
the principles of criminal law in electronic criminal proceedings during the stages of crime detection and preliminary
investigation. The findings indicate that, in electronic criminal proceedings, managing massive volumes of data, distinguishing
private information from evidence of criminal conduct, and preserving the integrity and chain of custody of digital evidence have
become major challenges. Furthermore, the virtualization of judicial processes, including ineffective electronic service of process
and restrictions on confidential consultation with legal counsel during online interrogations, has shifted the balance of power in
favor of prosecutorial authorities. To address these challenges, the study highlights the necessity of recognizing emerging legal
concepts, including the “right to digital silence,” ensuring the accused’s access to legal counsel and technical experts during cyber
investigations, and complying with documented scientific standards in the collection of evidence. It is therefore concluded that
the realization of fair electronic criminal proceedings depends on establishing an appropriate balance between the technological
efficiency of crime detection and the rigorous protection of the accused’s defense rights through the contextualization of
international standards.
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EXTENDED SUMMARY
The rapid integration of information technology into criminal justice has fundamentally transformed
the nature of crime detection and preliminary investigations. Conventional investigative practices,
which were primarily based on physical searches, eyewitness testimony, tangible traces, and direct
interaction between judicial authorities and suspects, have increasingly been replaced by digital
searches, electronic surveillance, data analysis, remote interrogation, and algorithm-assisted
decision-making. This transition has significantly enhanced the capacity of criminal justice
institutions to identify offenders, preserve evidence, and accelerate judicial procedures; however, it
has also created unprecedented risks for the foundational principles of criminal law and fair trial.
The preliminary investigation stage remains the most sensitive phase of criminal proceedings
because the state exercises its broadest coercive powers at a time when the accused has not yet been
convicted and must still benefit from the presumption of innocence (Khaleghi, 2024). In electronic
criminal proceedings, this imbalance becomes more pronounced because law-enforcement
authorities may gain access to extensive quantities of personal information contained in mobile
phones, computers, cloud storage systems, communication platforms, and digital networks.
Electronic adjudication has therefore changed the concept of a search from entry into a physical
location into access to the intellectual, social, professional, and private dimensions of an individual’s
life (Hayat Poursefli, 2021). The expansion of digital surveillance, artificial intelligence, automated
data processing, and remote judicial procedures has similarly raised concerns about privacy, equality
of arms, access to counsel, informed participation, and the integrity of electronic evidence (Halahan
et al., 2023). Accordingly, the present study examines the major challenges confronting the
protection of criminal-law principles during crime detection and preliminary investigations in
electronic criminal proceedings and proposes legislative, technical, institutional, and comparative
strategies for ensuring that technological efficiency does not undermine the defense rights and lawful

freedoms of accused persons.
This research was conducted through a descriptive-analytical method based on the examination of
Iranian criminal procedural rules, scholarly legal literature, electronic adjudication practices, digital-
forensic standards, and selected comparative experiences. The analysis focuses on four
interconnected dimensions: violations of privacy and the presumption of innocence in the
acquisition of evidence, restrictions on the accused’s defense rights during electronic preliminary
investigations, technical and operational weaknesses in the detection and preservation of digital
evidence, and jurisdictional difficulties arising from the borderless character of cyberspace. Iranian
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criminal procedure recognizes the necessity of judicial authorization for many intrusive investigative
measures, yet broad and technically imprecise search orders may allow investigators to access large
quantities of information unrelated to the suspected crime (Akbari, 2022). The distinction between
relevant evidence and protected personal data is particularly difficult when an entire mobile device,
computer, or cloud account is searched. Such searches may expose family conversations, medical
information, professional documents, private images, and communications belonging to third
parties who are not suspected of criminal conduct. This situation increases the risk that digital
searches will become general exploratory searches rather than targeted investigative actions. The
extension of the plain-view doctrine to digital environments is especially problematic because an
investigator searching for one file may inevitably encounter thousands of unrelated files and private
records (Ehmann, 1990). Moreover, the compulsory retention of traffic and communication data may
facilitate generalized monitoring and gradually transform exceptional surveillance powers into
routine mechanisms of social control (Zadeh-Hossein Aliaei, 2017). The analytical framework
therefore evaluates whether existing safeguards are sufficiently specific, proportionate, and
enforceable to prevent electronic investigations from becoming unlimited forms of surveillance.
The findings indicate that one of the most serious challenges concerns the weakening of the accused’s
defense rights in electronic prosecutorial proceedings. Electronic notification systems may formally
register service without ensuring that the accused has actually received or understood the
notification. Technical failures, limited internet access, digital illiteracy, changes in telephone
numbers, and dependence on text-message alerts may cause defendants to miss summonses,
hearings, and statutory deadlines despite the legal presumption that notification has occurred
(Rahimi et al., 2021). This creates a structural disadvantage for elderly persons, economically
disadvantaged groups, rural residents, and individuals without reliable digital access, thereby
turning technological modernization into a potential barrier to justice (Bastami, 2019). Similar
problems arise in online interrogations and videoconference-based investigations. Although remote
proceedings may reduce costs and accelerate case processing, they may also weaken confidential
attorney-client communication, limit the lawyer’s ability to observe the entire interrogation
environment, and reduce counsel to a passive image on a screen rather than an effective defender
(Neira-Pena, 2023). The absence of secure private communication channels prevents lawyers from
advising clients without judicial or prosecutorial monitoring and may expose defense strategies to
investigative authorities. Remote communication can also reduce the quality of the explanation of
charges, because legally meaningful notification requires more than merely reading an accusation;
it requires ensuring that the accused understands the factual and legal basis of the charge
(Haddadzadeh Nairi et al., 2023). Furthermore, the electronic extraction of a final defense may violate
equality of arms when the prosecution has access to complete digital case files while the accused or
counsel can see only limited documents. The study therefore finds that the formal availability of
electronic participation does not necessarily amount to effective participation unless access,
confidentiality, comprehension, and evidentiary equality are institutionally guaranteed.

The research further demonstrates that the reliability of electronic criminal proceedings depends
heavily on the scientific collection, preservation, analysis, and presentation of digital evidence.
Unlike traditional evidence, digital data are invisible, volatile, easily altered, and often distributed
across multiple devices, networks, and jurisdictions. An untrained investigator may unintentionally
destroy volatile memory, modify metadata, contaminate a device, or introduce foreign files merely
by turning a computer on or off or connecting an unverified storage device. The principle that every
contact leaves a trace becomes especially significant in digital environments because nearly every
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interaction with a device changes some element of its data structure (Mistek, 2018). The chain of
custody must therefore record every stage from seizure to courtroom presentation, including forensic
imaging, hash generation, transfer, storage, analysis, and access by authorized personnel. Failure to
calculate and document hash values, use write-blocking devices, isolate seized equipment from
networks, or employ validated forensic tools may undermine the authenticity and admissibility of
evidence (Teslenko, 2024). The findings also identify substantial infrastructure disparities between
major urban forensic units and local jurisdictions, where investigators may lack specialized training,
accredited laboratories, secure storage facilities, or standard operating procedures. These
deficiencies may prolong detention while devices await examination and may increase the risk of
evidence loss or manipulation. The study additionally finds that electronic monitoring before trial
may expand rather than reduce coercive control. GPS-enabled devices can continuously record an
accused person’s movements and transform the home into an electronically supervised detention
space, while the financial cost of such monitoring may produce unequal treatment between wealthy
and indigent defendants (Taghiniam & Ghanbari, 2024). The absence of clear rules on the retention,
deletion, and secondary use of monitoring data also creates serious privacy concerns after acquittal
or termination of proceedings.

The proposed strategies are organized into legislative, technical, executive, educational, and
comparative measures. At the legislative level, search warrants for digital evidence should specify
the categories of data sought, the relevant time period, the accounts or devices covered, and the
relationship between the requested data and the suspected offense. Access to cloud-based
information should require separate judicial authorization and should not automatically follow from
permission to search a physical device. Evidence obtained through unauthorized hacking, coercive
password disclosure, forced biometric unlocking, unlawful surveillance, or substantial violations of
chain-of-custody requirements should be expressly excluded. Notification rules should be amended
to require actual confirmation of receipt in serious criminal cases and should preserve non-digital
alternatives for vulnerable individuals. At the technical level, law-enforcement agencies should be
equipped with mobile digital-forensic laboratories, validated forensic software, write blockers,
secure evidence-storage systems, and automated hash-generation mechanisms (Soni, 2024).
Blockchain-based registration may also strengthen the immutability and traceability of digital
evidence by recording hash values, timestamps, and investigator identities in tamper-resistant
systems (Halahan et al.,, 2023). Judicial videoconferencing platforms should provide encrypted
private consultation rooms, suspend audio recording during attorney-client communication, and
permit confidential document sharing (Ray, 2025). Case-management systems should also include
automated alerts for detention deadlines, notification failures, missing legal warnings, and
incomplete defense access. At the institutional level, specialized cybercrime prosecution branches
should be staffed by judges and investigators with both legal and technical competence. Continuous
training should address not only investigative techniques but also privacy, proportionality, the
presumption of innocence, and defense rights. Comparative experience further supports the creation
of independent judicial control over highly intrusive digital searches, similar to the French judge of
liberties and detention (de Gouville, 2011), stronger guarantees of access to counsel under European
standards (Novokmet, 2019), algorithmic transparency in predictive policing (Krishnakumar, 2025),
and rapid preservation of data rather than unnecessary seizure of entire systems under the Budapest
Convention framework (Bucaj & Idrizaj, 2025).

In conclusion, electronic criminal proceedings can contribute substantially to the speed, accuracy,
accessibility, and administrative efficiency of criminal justice, but these benefits cannot justify the
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erosion of the fundamental protections that distinguish lawful investigation from unrestricted state
surveillance. The transition from physical evidence to digital data has expanded the investigative
power of the state into the most private areas of human life and has created new forms of
vulnerability that traditional procedural guarantees were not designed to address. Fairness in
electronic preliminary investigations therefore requires more than the digitization of existing
procedures; it requires the reconstruction of criminal procedural safeguards in accordance with the
technical characteristics of cyberspace. The right to privacy must be protected through narrowly
defined digital search powers, the presumption of innocence must prevent prolonged equipment
seizure and excessive electronic supervision, and the right to defense must include confidential
access to legal counsel, effective participation in remote proceedings, and access to independent
technical expertise. Digital evidence must be collected and assessed through transparent,
reproducible, and scientifically validated procedures, while automated systems must remain subject
to human review and judicial accountability. Ultimately, the legitimacy of electronic criminal justice
depends on maintaining a principled balance between the effectiveness of technology in detecting
crime and the protection of human dignity, individual freedom, procedural equality, and the defense
rights of the accused. Without this balance, electronic adjudication risks becoming an instrument of
pervasive monitoring rather than a modern framework for the realization of justice.
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