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ABSTRACT

In the contemporary world, the integration of emerging technologies into law-enforcement and judicial processes has
fundamentally transformed the traditional paradigm of criminal investigation. Accordingly, the present study aims to analyze
the status and legal requirements governing the use of artificial intelligence in criminal investigations, with particular emphasis
on the Iranian criminal justice system. The significance and necessity of this study arise from the fact that, despite enhancing
the efficiency of processing and analyzing large volumes of criminal data, intelligent decision-support systems have created
serious and far-reaching challenges to the protection of defendants’ fundamental rights and the principles of a fair trial. These
developments have made it increasingly necessary to reconsider the rules governing algorithmic accountability and judicial
security. The principal research question is how the legal requirements and legislative challenges associated with the use of
artificial intelligence tools in criminal investigation procedures can be explained and appropriately balanced within the Iranian
legal system. The findings indicate that the absence of an explicit legal framework constitutes the principal obstacle to ensuring
algorithmic transparency and accountability in the administration of smart justice. It is therefore necessary to revise the
traditional rules governing evidence and to adopt specific regulations for managing the risks arising from automated analyses,
thereby establishing an appropriate balance between the discovery of truth and the protection of human dignity. This study
employs a descriptive-analytical research method based on library research and the examination of domestic and international
legal instruments.
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EXTENDED SUMMARY

The rapid integration of artificial intelligence into law-enforcement and judicial processes has
fundamentally altered the traditional structure of criminal investigations and has created new
possibilities for data analysis, crime detection, risk assessment, digital evidence processing, and
judicial decision support. Contemporary criminal justice institutions increasingly employ machine-
learning algorithms, facial-recognition systems, predictive-policing tools, automated document
analysis, digital-forensics platforms, and algorithmic risk-assessment instruments to improve the
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speed, consistency, and accuracy of investigative activities. Supporters of these technologies argue
that artificial intelligence can reduce human cognitive error, identify complex patterns within large
volumes of criminal data, assist investigators in prioritizing cases, and strengthen the evidentiary
basis of prosecutorial and judicial decisions. Nevertheless, the incorporation of artificial intelligence
into criminal proceedings cannot be evaluated solely from an instrumental or efficiency-oriented
perspective. Algorithmic systems may operate as opaque “black boxes,” while their outputs can
directly affect liberty, privacy, reputation, equality before the law, and the presumption of innocence.
The use of such systems therefore raises serious questions concerning transparency, explainability,
procedural fairness, human oversight, data protection, evidentiary reliability, and the ability of
defendants to challenge the basis of automated conclusions. Existing scholarship has emphasized
that the transformation of criminal justice through artificial intelligence requires a reconsideration
of the philosophical and legal foundations of punishment, responsibility, and procedural legitimacy
(Ashabi et al., 2025; Homiry, 2026). Accordingly, this study examines the legal status and
requirements governing the use of artificial intelligence in criminal investigations, with particular
emphasis on the Iranian criminal justice system. Its central question is how the benefits of intelligent
investigative technologies can be reconciled with the mandatory principles of a fair trial, human
dignity, the right to defense, and judicial security. The study adopts a descriptive-analytical and
comparative method based on library research, domestic legal rules, international legal instruments,
judicial experiences, and recent regulatory developments relating to artificial intelligence and
criminal justice.

The conceptual foundation of the study rests on the distinction between artificial intelligence as an
investigative assistant and artificial intelligence as an autonomous decision-maker. In criminal
investigations, intelligent systems may perform multiple functions, including processing digital
traces, analyzing mobile-phone and computer data, reviewing surveillance footage, identifying
suspects, reconstructing crime scenes, predicting crime hotspots, detecting patterns of criminal
behavior, and estimating the probability of recidivism. Digital criminal investigations are
increasingly dependent on automated systems capable of collecting, classifying, correlating, and
interpreting large quantities of electronic information that would be difficult for human investigators
to process within a reasonable period (Faqir, 2023). At the same time, digital evidence derived from
social networks, geolocation systems, electronic communications, cloud platforms, security cameras,
and smart devices has become a central component of modern criminal proceedings. The legal
validity of such evidence depends not only on its relevance but also on the reliability of the method
through which it was obtained, preserved, analyzed, and presented. Iranian legal scholarship has
already recognized the growing significance of electronic evidence, yet traditional evidentiary rules
remain insufficiently adapted to automated forms of data interpretation (Heydarinejad, 2017). The
difficulty becomes more pronounced when an algorithm does not merely organize evidence but
generates an inferential conclusion, such as identifying a suspect, predicting dangerousness, or
calculating the likelihood of reoffending. In such circumstances, the distinction between evidence
and algorithmic opinion becomes blurred. The widely discussed use of the COMPAS risk-assessment
instrument in the case of State v. Loomis illustrates the danger of relying on proprietary and
nontransparent algorithms in sentencing and criminal decision-making. The defendant argued that
his right to due process had been violated because he could not examine or challenge the
computational basis of the risk score used against him. Although the court permitted limited use of
the instrument, the case became an important reference point in debates concerning algorithmic
bias, opacity, and judicial dependence on predictive systems (Aljinovic, 2024). It demonstrates that
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artificial intelligence must remain subordinate to independent judicial evaluation and must never
acquire presumptive evidentiary authority merely because of its technological complexity.

The findings of the study indicate that one of the most serious risks associated with artificial
intelligence in criminal investigations is the possible erosion of fair-trial guarantees. Algorithmic
systems may reproduce or intensify social, racial, ethnic, economic, and gender-based biases already
embedded in historical datasets. If an artificial-intelligence model is trained on discriminatory
policing records or inaccurate criminal databases, its outputs may systematically target particular
communities and create a cycle in which past inequalities are converted into apparently objective
predictions. Moreover, defendants may be unable to exercise an effective right of defense when the
software architecture, training data, weighting criteria, or error rate of an algorithm remains
confidential. The principle of equality of arms requires that the accused have a meaningful
opportunity to examine and contest the evidence used by the prosecution. When an automated
conclusion is treated as reliable without disclosure of its technical foundations, the defense is placed
at a structural disadvantage. The controversy surrounding the Cybercheck system in criminal cases
in the United States provides a significant example. The system was reportedly used to connect
suspects to crime scenes through automated open-source intelligence analysis, yet subsequent
scrutiny raised questions about the transparency, reproducibility, and accuracy of its conclusions
(Feathers, 2024). Such experiences demonstrate that digital evidence generated or interpreted by
artificial intelligence should not be accepted unless the origin of the data, the analytical process, the
possibility of error, and the conditions of independent verification are clearly established. The
legitimacy of algorithmic evidence therefore depends on procedural safeguards, including disclosure
obligations, auditability, expert review, preservation of the digital chain of custody, judicial
explanation, and the defendant’s right to challenge both the data and the method of analysis. These
requirements are closely connected to the broader concepts of algorithmic accountability and the
right to an explanation. Without such safeguards, the use of artificial intelligence may transform
criminal investigation from a truth-seeking process into a technologically mediated procedure in
which invisible computational assumptions determine the course of prosecution.

In the Iranian criminal justice system, the principal legal problem is the absence of an explicit and
coherent legislative framework governing the use of artificial intelligence in criminal investigations.
The Constitution, the Code of Criminal Procedure, the Computer Crimes Act, and general rules
concerning electronic evidence provide certain indirect protections, but they do not specifically
regulate algorithmic decision-making, predictive policing, automated suspect identification, facial
recognition, risk-assessment systems, or liability for artificial-intelligence errors. Existing rules were
primarily designed for conventional interactions between investigators, prosecutors, judges,
defendants, witnesses, and physical or documentary evidence. They do not adequately address the
distinct characteristics of algorithmic systems, including opacity, autonomy, scalability, data
dependency, and continuous machine learning. This legislative silence threatens the presumption of
innocence, the right to defense, the legality of criminal procedure, and the transparency of
preliminary investigations. It also creates uncertainty regarding responsibility when an artificial-
intelligence system produces a false identification, discriminatory output, unlawful detention, or
misleading evidentiary conclusion. Questions arise as to whether responsibility should be attributed
to the software developer, the technology provider, the law-enforcement agency, the judicial officer,
the operator, or the public institution that approved the system. The traditional structure of civil and
criminal liability is difficult to apply because artificial intelligence lacks independent legal will, while
the causal relationship between design, training data, deployment, and harmful output may be highly
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complex. Although some scholars have proposed recognizing a form of legal personality for advanced
intelligent systems, the more practical approach is to allocate responsibility among the natural and
legal persons who develop, supply, supervise, and use the technology (Bagheri, 2025). For high-risk
criminal-justice applications, a risk-based or strict-liability model may be necessary to ensure
compensation without requiring the injured person to prove technical fault hidden within
inaccessible code. Iran also lacks an independent institution capable of testing, certifying, auditing,
and monitoring artificial-intelligence systems used by the police and judiciary. Consequently,
legislative reform must be accompanied by institutional oversight, technical standards,
documentation duties, and mandatory human review.

Comparative analysis shows that the European Union has developed one of the most advanced
regulatory approaches to high-risk artificial-intelligence systems. The European framework treats
many applications of artificial intelligence in law enforcement, border control, biometric
identification, and the administration of justice as high-risk because of their potential impact on
fundamental rights. The EU Artificial Intelligence Act is based on a risk-management model that
requires technical documentation, data governance, accuracy testing, human oversight, record
keeping, bias mitigation, post-market monitoring, and independent conformity assessment. It also
prohibits or restricts certain practices considered incompatible with human dignity and democratic
legal order (Neuwirth, 2023). The fundamental-rights orientation of this framework emphasizes that
technological innovation cannot justify disproportionate interference with privacy, equality,
procedural fairness, or personal autonomy (Kusche, 2024). Standards and co-regulatory mechanisms
also play an important role in translating general legal duties into operational requirements for
developers and users (Cantero Gamito & Marsden, 2024). The judgment of the Court of Justice of the
European Union in the SCHUFA scoring case further illustrates the emerging legal resistance to
decisions that significantly affect individuals and are based exclusively or predominantly on
automated processing. The case strengthened the principles of transparency, access to information,
human intervention, and the right to contest algorithmic assessments (Martinovic, 2025; Paun,
2024). Other jurisdictions have likewise emphasized the necessity of maintaining human authority
over criminal-justice technologies. In the United States, artificial intelligence is increasingly used in
document review, digital investigations, facial recognition, image analysis, and case management,
but controversies concerning erroneous arrests and biased systems have encouraged stricter
oversight and procedural limitations (Justice, 2025). The United Arab Emirates has expanded the
use of facial recognition and intelligent security technologies, while formally maintaining the
responsibility of prosecutors and judges for final decisions (Alaleeli, 2025). China has developed
smart courts, sentencing-support systems, and automated case-management tools, yet concerns
remain regarding judicial independence, algorithmic opacity, and the narrowing of judicial
discretion (Shi, 2022; Wang & Tian, 2022). These comparative experiences support a human-centered
model in which artificial intelligence assists but does not replace judicial reasoning.

In conclusion, the transition from traditional criminal investigation to artificial-intelligence-assisted
investigation is both inevitable and legally sensitive. The study demonstrates that intelligent systems
can significantly enhance the processing of digital evidence, identification of criminal patterns,
management of complex cases, and efficiency of investigative institutions; however, these benefits
cannot justify the weakening of fundamental procedural guarantees. Artificial intelligence lacks
moral judgment, legal conscience, and the capacity to understand the substantive meaning of justice.
Its outputs must therefore remain subject to independent human evaluation, judicial reasoning, and
effective challenge by the defense. For Iran, the most appropriate model is a human-centered system
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of intelligent criminal justice in which artificial intelligence performs supportive functions while all
decisions affecting liberty, criminal responsibility, punishment, privacy, and fundamental rights
remain under the authority of accountable human officials. Achieving this model requires the
enactment of a comprehensive law on artificial intelligence in criminal justice, explicit rules on the
admissibility and evidentiary value of algorithmic outputs, mandatory disclosure of relevant
technical information, independent auditing of high-risk systems, continuous assessment of bias and
error, protection of personal data, and recognition of the defendant’s right to explanation and human
review. The law should also establish a clear distribution of civil, administrative, and criminal
responsibility among developers, suppliers, operators, judicial authorities, and law-enforcement
institutions. Exclusive reliance on automated decisions in sensitive investigative and judicial stages
should be prohibited. Judges, prosecutors, investigators, lawyers, and forensic experts must receive
specialized training in algorithmic systems and digital evidence. Ultimately, technology should serve
justice rather than replace it. Only through a transparent, accountable, rights-based, and
democratically supervised framework can artificial intelligence contribute to the discovery of truth
while preserving human dignity, public trust, judicial security, and the legitimacy of the Iranian
criminal justice system.
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