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ABSTRACT

Digital transformation and the expansion of the processing of identity-related, biometric, financial, medical, and behavioral data
have made the protection of personal data one of the fundamental issues of contemporary law. Violations involving such data,
in addition to infringing upon privacy, may undermine individuals’ autonomy, freedom of choice, dignity, and right to
informational self-determination. Accordingly, the principle of human dignity constitutes a fundamental basis for regulating the
limits of the collection, storage, use, and transfer of personal information. The present study aims to comparatively examine the
jurisprudential and legal foundations of personal data protection in Iranian law and the legal system of the European Union,
with particular emphasis on the principle of human dignity. The study employs a descriptive-analytical and comparative
methodology, and the required data were collected through an examination of sources of Imami jurisprudence, Iranian
legislation, the Charter of Fundamental Rights of the European Union, and the General Data Protection Regulation (GDPR). The
findings indicate that, within Imama jurisprudence, principles such as the inherent dignity of the human person, the prohibition
of unlawful inquiry and spying, the prohibition of causing harm, respect for individuals’ dignity and reputation, and the
requirement of consent provide substantial normative capacity for justifying the protection of personal data. In Iranian law, the
Constitution, the Electronic Commerce Law, and the Computer Crimes Law also provide certain forms of protection; however,
the fragmentation of regulations, limitations in their scope of application, the absence of an independent supervisory authority,
and the lack of a comprehensive accountability mechanism have reduced the effectiveness of these protections. In contrast, the
European Union, by recognizing data protection as a fundamental right, has established a coherent legal framework based on
transparency, purpose limitation, data minimization, valid consent, accountability, and independent supervision. The findings
of the study indicate that the development of a comprehensive personal data protection regime in Iran should be grounded in
the capacities of Islamic jurisprudence and the principle of human dignity and, while taking into account the requirements of
the domestic legal system, should draw upon the effective mechanisms developed within the European Union.
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EXTENDED SUMMARY
The rapid expansion of digital government, social networks, online banking, commercial platforms,
data-driven services, and artificial intelligence systems has transformed personal data into a major
source of economic, administrative, and social power. Identity-related, financial, biometric, medical,
locational, and behavioral information is now collected, combined, analyzed, and transferred on an
unprecedented scale, enabling organizations not only to identify individuals but also to profile them,
predict their behavior, classify them into categories, and make automated or semi-automated
decisions affecting their opportunities and rights. Under these conditions, the protection of personal
data cannot be reduced to the protection of confidential information or to conventional notions of
secrecy. Unlawful or disproportionate data processing may affect individual autonomy, freedom of
choice, reputation, psychological security, equality, and the capacity of individuals to exercise
meaningful control over information concerning themselves. This broader understanding
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establishes a direct connection between personal data protection and the principle of human dignity,
because treating individuals merely as objects of surveillance, prediction, or informational
exploitation is inconsistent with recognizing them as autonomous bearers of rights and intrinsic
worth (Ansari, 2004; Javadi Amoli, 2005). Within Imami jurisprudence, although the technical
concept of “personal data” did not historically exist in its contemporary form, a considerable
normative foundation for its protection can be identified in the principles of human dignity, the
prohibition of spying and intrusive inquiry, respect for reputation and honor, the requirement of
permission, the obligation to preserve entrusted information, the prohibition of causing harm, and
the protection of private affairs (Hosseini & Barzoui, 2017; Kharrazi, 2009). In Iranian law, these
jurisprudential foundations are reflected, albeit incompletely, in constitutional guarantees of dignity,
privacy, communications, and freedom from unlawful investigation, as well as in statutory provisions
governing electronic commerce, computer-related offenses, and civil liability. By contrast, the
European Union has developed a more coherent and rights-based framework in which personal data
protection is explicitly recognized as a fundamental right and is operationalized through detailed
principles, enforceable data-subject rights, accountability duties, preventive safeguards, and
independent supervision (Latifzadeh et al., 2022). Against this background, the present study seeks
to provide a comparative analysis of the jurisprudential and legal foundations of personal data
protection in Iranian law and the legal system of the European Union, with particular emphasis on
human dignity as a normative principle capable of connecting ethical foundations, legal rights,
institutional duties, and mechanisms of accountability.

The principal objective of the study is to determine whether the normative resources of Imami
jurisprudence and Iranian law are capable of supporting a comprehensive, rights-oriented, and
dignity-based system of personal data protection comparable in functional terms, though not
necessarily identical in institutional design, to the European model. The study therefore focuses on
several interrelated questions: how human dignity can justify limitations on the collection, storage,
use, disclosure, combination, and transfer of personal information; how consent, permission,
confidentiality, non-maleficence, and respect for personal honor can be translated from
jurisprudential principles into contemporary data-protection rules; and which features of the
European Union framework may be adapted to Iranian law without disregarding its constitutional
and jurisprudential foundations. Particular attention is given to the distinction between privacy and
personal data protection. Privacy traditionally protects individuals against unjustified intrusion into
their private life, home, correspondence, body, family relations, and confidential affairs, whereas
data protection regulates the entire life cycle of information even when the relevant information is
not inherently secret. Thus, information such as a name, contact number, public identifier, or
behavioral pattern may still require legal protection because the essential criterion is not secrecy but
identifiability and the effects of processing on the individual. This distinction is consistent with the
broader Iranian literature on privacy, which links protection of the private sphere to autonomy,
dignity, and resistance to the instrumentalization of individuals (Ansari, 2004; Hosseini & Barzoui,
2017). The European approach reinforces this distinction by treating lawful processing as a
continuous regulatory obligation rather than merely as a prohibition against disclosure. Its emphasis
on purpose limitation, data minimization, transparency, accountability, valid consent, and
continuing rights of access, rectification, objection, and erasure illustrates how a dignity-based
conception of informational autonomy can be converted into operational legal standards (Latifzadeh
et al., 2022). Accordingly, the comparative analysis is not confined to textual similarities between
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laws but examines whether each system can transform foundational values into specific rights,
organizational duties, preventive obligations, supervisory mechanisms, and remedies.
Methodologically, the research is fundamental-applied in purpose, qualitative in nature, and based
on a library, documentary, descriptive-analytical, and comparative approach. The jurisprudential
part of the study examines Qur’anic principles, Imami narrations, classical jurisprudential works,
legal maxims, and contemporary scholarship relevant to human dignity, privacy, spying, permission,
confidentiality, trust, harm, and reputation. Particular reliance is placed on foundational Imami
sources addressing the inviolability of believers, secrecy, trust, and the prohibition of harmful
conduct (Al-Hurr al-Amili, 1988; Al-Kulayni, 1986; Al-Tamimi al-Amidi, 1987). The legal analysis of
Iran covers constitutional principles, the Electronic Commerce Law, the Computer Crimes Law, civil-
liability rules, and other statutory instruments that directly or indirectly regulate access to and
processing of personal information. Existing Iranian scholarship is used to assess the scope and
shortcomings of these fragmented protections, particularly in relation to electronic data messages,
sensitive information, unlawful access, and disclosure (Heydari & Jafari, 2020). The comparative
component examines the principal characteristics of the European Union data-protection model,
especially the recognition of data protection as a fundamental right, the existence of lawful grounds
for processing, the special treatment of sensitive data, the rights granted to data subjects, and the
responsibilities imposed on controllers and processors (Latifzadeh et al., 2022). The comparison is
problem-oriented rather than purely formal: the two legal systems are evaluated according to the
functions performed by their rules, including the normative basis of protection, the definition and
scope of personal data, legitimacy of processing, the legal status of consent, obligations of
confidentiality and security, prevention of harmful processing, rights of access and objection,
institutional supervision, and compensation for damage. This method enables the study to
distinguish between the existence of normative foundations and the existence of a fully developed
regulatory system, a distinction that is essential for assessing the present condition of Iranian data
law.

The findings regarding Imami jurisprudence demonstrate that protection of personal data can be
supported by a network of mutually reinforcing principles rather than by a single jurisprudential
rule. Human dignity provides the overarching normative justification by recognizing the individual
as a subject of rights whose personality, honor, autonomy, and private sphere cannot be treated
merely as instruments of governmental or commercial interests (Ansari, 2004; Javadi Amoli, 2005).
The prohibition of spying and intrusive investigation establishes an important limit on secret
acquisition of information and can extend, by functional analogy, to unauthorized access to digital
communications, covert surveillance, hidden tracking, and efforts to infer concealed characteristics
from fragmented data (Kharrazi, 2009). The requirement of permission supports the proposition that
access to or use of personal information must ordinarily occur within a defined and intelligible scope,
while the legal effect of such permission depends on genuine awareness, voluntariness, and
limitation to the agreed purpose. This reasoning is compatible with the broader jurisprudential and
legal understanding that permission cannot reasonably be interpreted as unlimited authorization for
all present and future uses of information. The principles of trustworthiness and confidentiality
further establish that information entrusted to physicians, banks, employers, online platforms,
administrative bodies, and other recipients cannot legitimately be repurposed or disclosed beyond
the purpose for which it was obtained (Al-Kulayni, 1986; Al-Tamimi al-Amidi, 1987). In addition, the
rule of no harm provides a basis for preventing and remedying data practices that lead to material or
non-material injury, including reputational harm, discrimination, identity theft, psychological
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injury, or social exclusion (Makarem Shirazi, 1990; Mohaghegh Damad, 2016; Mousavi Bojnourdi,
1998). The prohibition of violating personal honor and exposing private matters similarly supports
restrictions on the dissemination of medical, familial, sexual, religious, or otherwise dignity-sensitive
information (Hosseini & Barzoui, 2017). Taken together, these principles show that Imami
jurisprudence possesses substantial capacity to justify contemporary data-protection norms,
although this capacity must still be translated into precise statutory rights and institutional duties.

The comparative legal findings reveal a significant asymmetry between Iran and the European
Union. Iranian law contains several important protective elements, but these remain dispersed
across different legal instruments and are not organized into a comprehensive and technology-
neutral data-protection regime. Constitutional guarantees protect dignity, reputation,
communications, and freedom from unlawful investigation, while the Electronic Commerce Law
introduces specific safeguards for certain categories of personal data and recognizes requirements
such as explicit consent, purpose specification, proportionality, accuracy, access, correction, and
deletion. Nevertheless, its practical scope is limited, particularly because much of its language is tied
to electronic transactions and data messages rather than to all public- and private-sector processing
activities (Heydari & Jafari, 2020). Criminal law also prohibits certain forms of unauthorized access,
interception, and harmful disclosure, but this model is primarily reactive and does not
comprehensively regulate excessive collection, indefinite retention, secondary use, profiling, or
organizational accountability. The European Union framework, by contrast, structures data
protection as an integrated system based on legality, fairness, transparency, purpose limitation, data
minimization, accuracy, storage limitation, security, and accountability. It recognizes multiple lawful
bases for processing rather than treating consent as the sole justification, while at the same time
requiring consent, where relied upon, to be freely given, specific, informed, and withdrawable
(Latifzadeh et al., 2022). It also provides data subjects with continuing procedural and substantive
rights and imposes preventive duties concerning security, high-risk processing, organizational
accountability, and responsible design. The central difference, therefore, is not that Iranian
jurisprudence and law lack normative support for protecting personal data; rather, the European
system has more effectively converted foundational values into clear definitions, enforceable rights,
ex ante duties, institutional supervision, and structured remedies. This distinction between
normative adequacy and regulatory adequacy constitutes one of the study’s most important findings
and indicates that the principal challenge facing Iranian law is the institutional and legislative
operationalization of already recognizable ethical, jurisprudential, and constitutional foundations.

In conclusion, the study demonstrates that the protection of personal data in Iran can be grounded
in a coherent combination of Imami jurisprudential principles, constitutional values, and
contemporary legal requirements without requiring the uncritical transplantation of a foreign
regulatory model. Human dignity can serve as the central normative principle connecting the
prohibition of intrusive information gathering, the requirement of meaningful authorization, duties
of confidentiality and security, restrictions on harmful disclosure, and the right to seek effective
redress. The analysis further shows that the principal weakness of the current Iranian framework
lies not in the absence of protective values but in the fragmentation of legal rules, the limited scope
of existing statutes, the lack of unified terminology, the absence of comprehensive and enforceable
data-subject rights, insufficient preventive duties for controllers and processors, and the lack of an
independent supervisory structure capable of overseeing both public and private processing. A future
comprehensive data-protection law should therefore define personal and sensitive data in
technology-neutral terms, regulate the full life cycle of processing, establish clear lawful grounds,
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require transparency and purpose limitation, recognize rights of access, correction, deletion, and
objection, impose security and accountability obligations, regulate automated decision-making and
high-risk processing, and provide effective administrative, civil, and, where necessary, criminal
remedies. Independent supervision should form an essential part of this framework, while public-
security exceptions should be narrowly framed, legally authorized, necessary, proportionate, time-
limited, and subject to review. Such an approach would make it possible to transform human dignity
from an abstract constitutional and jurisprudential value into an operational standard for data
governance and would provide a more coherent basis for balancing technological development,
administrative efficiency, commercial innovation, public interests, and the fundamental rights of
individuals in Iran.
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