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ABSTRACT

This article examines the management of legal prevention and the control of organized gang and cybercrime and seeks to fundamentally redefine
legal prevention management in response to organized crime through a descriptive—analytical method. Undoubtedly, no effective criminal policy
can be designed without an accurate understanding of the substantive differences between gang-related and cybercrime, a conceptual distinction
between cyberspace and virtual space, and attention to the principles of knowledge-based practice, intersectoral coordination, and outcome
orientation. The findings indicate a lack of conceptual distinction between “cyberspace” and “virtual space” in Iranian legal and policy
documents, resulting in inappropriate definitions, ineffective criminalization, and inconsistent enforcement of laws. Although “cyberspace” is
defined as a technical, physical, and logical environment comprising systems, networks, and data, the Iranian legislature has often used terms
such as “virtual space” and “virtual platforms” interchangeably. Examples include Article 2 concerning Article 500 bis of the Islamic Penal Code,
Article 9 of the Law on the Protection of Children and Adolescents, and Articles 59 and 60 of the 2021 Law on the Protection of the Family and
Youthful Population, without recognizing the inherent differences among these concepts. This not only complicates statutory interpretation but
also undermines the possibility of designing a precise criminal policy tailored to the specific characteristics of cyberspace. Another problem is
the absence of an integrated legal framework for crime-prevention management, which has resulted in a proliferation of parallel institutions,
insufficient intersectoral coordination, and an emphasis on deterrent approaches rather than structural prevention. In Iran, despite the existence
of institutions such as the Supreme Council of Cyberspace and the Cyber Police, no central and independent institution is responsible for
managing the legal prevention of crime. Consequently, prevention management has become a nonsystematic, unstable, and outcome-driven
process. Another concern is the neglect of the criminological and etiological dimensions of cybercrime, particularly in analyzing criminal
motivations. Although economic, social, and cultural motives have received some attention in relation to conventional crimes, cybercrime-
related factors such as entertainment, fame, psychological complexes, personal revenge, and technical curiosity—identified in domestic and
international studies—have frequently been overlooked. This omission impedes the development of non-penal and knowledge-based preventive
measures. A further problem concerns the inadequate adaptation of criminological theories to the realities of cyberspace. Although classical
theories such as social control theory, strain theory, and social learning theory are effective in analyzing crimes committed in physical
environments, they require reformulation and adaptation in cyberspace, where social bonds are weaker, identities are more anonymous, and
motivations are more complex. Such adaptation has, in practice, not occurred within the Iranian legal system. The findings of this study
demonstrate that, in Iran, prevention law remains confined to a duty-oriented framework. This has produced an identity crisis in prevention law
and impeded the development of a scientific and sustainable criminal policy. Crime prevention must no longer be regarded as an ancillary
obligation; rather, it must be placed at the heart of Iran’s criminal policy as a national, systematic, knowledge-based, and outcome-oriented
policy. Unless parallel preventive institutions are dissolved, criminological theories are adapted to digital realities, and the legislature abandons
inappropriate definitions, no adequate solution will be achieved for the legal prevention and control of organized gang and cybercrime.
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EXTENDED SUMMARY
Organized gang crime and organized cybercrime have become increasingly complex challenges for
contemporary criminal policy because both forms of criminality transcend isolated offending and
operate through coordinated structures, specialized roles, sustained activities, and networks
designed to generate financial gain, power, influence, or control. This study examines legal
prevention management and the control of organized gang and cybercrime in Iran and seeks to
reconstruct legal prevention as an integrated, knowledge-based, intersectoral, and outcome-oriented
component of national criminal policy. Legal crime prevention refers to the body of legislative,
supralegislative, and sublegislative rules that directly or indirectly regulate preventive measures,
allocate institutional responsibilities, and establish mechanisms for managing criminal risks. In this
sense, prevention is not merely an ancillary governmental duty but a substantive obligation requiring
public institutions to identify criminal threats, assess their probability and consequences, implement
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proportionate interventions, and demonstrate the effectiveness of those interventions (Jalali
Farahani, 2014; Najafi Abrandabadi, 2016). Nevertheless, Iran’s existing prevention framework
remains fragmented, predominantly punitive, institutionally dispersed, and insufficiently responsive
to the structural characteristics of organized criminal networks. This problem is particularly evident
in the cyber domain, where traditional legal concepts are applied to decentralized, anonymous,
technically sophisticated, and transnational activities without adequate conceptual or institutional
adaptation (Farhadi Alashti & Javan Jafari Bojnordi, 2017; Sobhkhiz, 2015). The central research
question is therefore how an integrated legal framework can be developed to manage the prevention
and control of organized gang and cybercrime while distinguishing cyberspace from virtual space,
reconciling penal and non-penal measures, adapting criminological theories to digital realities,
eliminating overlapping institutional mandates, and transforming prevention from a duty-oriented
process into a measurable, outcome-oriented policy.

The conceptual foundation of the study rests on four interconnected concepts: legal crime
prevention, organized crime, organized gang crime, and organized cybercrime. Organized crime
generally involves a structured and relatively stable group whose members coordinate their activities
to commit serious offenses for material gain, power, or another shared benefit. Although Iranian
criminal legislation recognizes certain elements of collective and coordinated offending, it does not
provide a comprehensive and independent definition capable of covering both traditional
hierarchical organizations and decentralized cybercriminal networks. Existing provisions are
dispersed across the Islamic Penal Code, computer-crime legislation, anti-smuggling regulations,
and anti-corruption laws, producing interpretive inconsistencies and leaving the organizational,
temporal, and operational criteria of organized crime unclear (Akhavat, 2015; Saybani & Karimi,
2018). Organized gang crime predominantly develops in physical and geographically identifiable
settings and is usually associated with relatively stable membership, hierarchical leadership,
territorial control, shared meeting places, specialized divisions of labor, and strong familial, ethnic,
or neighborhood bonds (Beigi & Khoshyari, 2011; Taghizadeh et al., 2017). Organized cybercrime, by
contrast, is commonly committed through decentralized and dynamic networks whose members
may collaborate temporarily on particular projects, communicate through encrypted platforms,
assume technically specialized roles, conceal their identities, distribute infrastructure across several
jurisdictions, and rapidly reconstruct their operations after the removal of individual participants
(Gercke & Akbari, 2010; Yarovenko & Rogkova, 2022). These differences demonstrate that the
conventional criteria used to identify organized gangs cannot be transferred mechanically to
cybercriminal networks. They also reveal the inadequacy of using “cyberspace” and “virtual space”
interchangeably: cyberspace constitutes the technical, physical, and logical environment of
networks, servers, protocols, systems, and data, whereas virtual space refers primarily to the
sociocultural environments constructed upon that infrastructure. Failure to maintain this distinction
results in imprecise criminalization, misallocation of preventive resources, overlapping institutional
authority, and interventions that may be appropriate for harmful conduct on social platforms but
ineffective against attacks targeting critical digital infrastructure (Tabar & Hosseini, 2021; Vatani &
Asadi, 2016).

The study employs a descriptive—analytical and comparative legal method. Iranian constitutional
provisions, criminal statutes, computer-crime legislation, crime-prevention regulations,
institutional arrangements, and relevant policy documents are examined alongside international
standards and selected comparative experiences. The analysis is organized around three principal
indicators: organizational structure, motivations for offending, and the environment in which
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criminal activity develops. This framework makes it possible to identify both the shared
characteristics that justify an integrated strategic policy and the differences that necessitate
specialized implementation mechanisms. In structural terms, physical gangs generally exhibit stable
membership, centralized leadership, territorial meeting places, long-term loyalty, and conventional
roles such as leader, organizer, receiver of stolen property, and operational offender; cybercriminal
groups more frequently exhibit decentralized organization, project-based membership, encrypted
coordination, technical specialization, and operational resilience (Akbari & Mousavi, 2019;
Zabihollahnejad, 2017). In motivational terms, both types of organized crime may pursue financial
gain and power, but cybercrime also encompasses political and ideological objectives, technical
curiosity, entertainment, personal revenge, and the pursuit of recognition within online
communities (Ahmadi & Nikpour Qanvani, 2013; Yar et al., 2011). In environmental terms, gang crime
is closely connected to prisons, disadvantaged neighborhoods, local criminal markets, family
networks, unemployment, inequality, and weakened conventional social control, whereas
cybercrime is facilitated by anonymity, borderless communication, encrypted services, digital
currencies, distributed servers, and rapid access to criminal knowledge and tools (Nguyen & Sikal,
2021; Parvizi, 2016). The comparative component further considers multilayered coordination,
centralized cybersecurity governance, public—private information sharing, threat assessment,
institutional accountability, and quantitative performance evaluation as mechanisms through which
legal prevention can become systematic and measurable (Li, 2024; Moisiienko, 2024).

The findings reveal several interrelated deficiencies in Iran’s existing framework. First, the absence
of a comprehensive definition of organized crime creates uncertainty regarding the minimum
number of participants, required duration of the criminal structure, degree of coordination,
seriousness of the predicate offense, and status of decentralized networks. Consequently, temporary
collective offending may be treated as organized crime, while technically sophisticated cybercriminal
networks may escape that classification because they lack a visible hierarchy or permanent
membership. Second, the interchangeable use of “cyberspace,” “virtual space,” and “virtual platform”
obscures the distinction between cyber-dependent offenses targeting systems or data and cyber-
enabled offenses in which digital platforms merely facilitate conventional misconduct. Third, the
institutional framework is characterized by multiple bodies with intersecting mandates, limited
interorganizational coordination, and no independent central authority responsible for
comprehensive prevention management (Akbari & Mousavi, 2019; Tabar & Hosseini, 2021). Fourth,
prevention remains predominantly duty-oriented: institutions are required to undertake activities
but are not consistently required to demonstrate measurable reductions in targeted risks or offenses.
Fifth, insufficient attention is given to the criminological etiology of cybercrime. Policies concentrate
on criminalization, surveillance, prosecution, and punishment while overlooking motivational
differences and the preventive potential of digital ethics education, legitimate technical employment,
cybersecurity competitions, rehabilitation, situational design, and the constructive redirection of
technically talented young people (Afshar et al., 2014; Heydari et al., 2018). Finally, international
cooperation remains limited despite the transnational structure of cybercrime, in which offenders,
victims, servers, financial intermediaries, and digital evidence may be distributed across multiple
jurisdictions. Effective prevention therefore requires accelerated information exchange,
interoperable legal procedures, coordinated threat intelligence, resilient infrastructure, and
collaboration between government agencies and private entities that own or manage essential
technological systems (Moulos et al., 2018; Radoglou-Grammatikis et al., 2021).
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The criminological analysis demonstrates that classical theories remain valuable but require
substantial adaptation before they can adequately explain organized cybercrime. Social control
theory emphasizes attachment, commitment, involvement, and belief as constraints on offending,
but gang membership may itself be supported by strong familial or local bonds, while cybercriminal
cooperation may develop through weak, temporary, and anonymous digital ties. In cyberspace, weak
connections can serve as bridges between otherwise disconnected actors, facilitate entry into illicit
communities, and enable rapid project-based collaboration without conventional emotional
attachment (Bryant, 2021; Yar et al., 2011). Strain theory effectively explains how poverty,
unemployment, inequality, relative deprivation, and blocked legitimate opportunities encourage
participation in economically motivated gangs; however, it explains only part of cybercriminality
because many cyber offenders seek nonmaterial objectives such as technical prestige, ideological
influence, entertainment, or recognition. The concept of strain must therefore be extended to include
digital exclusion, reputational competition, online status anxiety, perceived technological injustice,
and frustration arising from the discrepancy between technical ability and legitimate professional
opportunity (Ahmadi et al., 2016; Najafi Abrandabadi, 2016). Social learning theory provides a strong
explanation of how criminal techniques, rationalizations, and behavioral models are transmitted
within gangs, prisons, families, and criminal meeting places. Yet online offenders may learn without
face-to-face interaction, direct reinforcement, or stable association through forums, instructional
materials, preconfigured malware, automated tools, and crime-as-a-service markets. Accordingly,
the sources of criminal learning must be expanded from close personal groups to digital
communities, algorithmically distributed content, technical repositories, and commercially
packaged criminal services (Gercke & Akbari, 2010; Gkoktsis et al., 2023). These theoretical
adaptations support differentiated prevention: physical gangs require structural poverty reduction,
neighborhood intervention, prison reform, social rehabilitation, and disruption of local criminal
networks, whereas cybercriminal networks require technical safeguards, digital literacy, ethical
training, legitimate pathways for technical recognition, threat-intelligence sharing, and international
investigative cooperation.

In conclusion, effective management of organized gang and cybercrime in Iran requires a unified
strategic framework that remains differentiated at the operational level. A comprehensive law on the
management, prevention, and control of organized crime should clearly define organized criminal
activity, specify measurable criteria for structural continuity and coordinated conduct, distinguish
physical gang crime from decentralized cybercrime, and separate cyberspace as a technical
environment from virtual space as a sociocultural environment. The proposed framework should
establish an independent central prevention authority, eliminate or coordinate overlapping
institutions, clarify the responsibilities of law-enforcement agencies and civilian bodies, and require
annual evaluation through quantitative and qualitative indicators. It should also integrate criminal
justice measures with social, educational, economic, technical, and situational interventions; require
criminal-risk assessments based on reliable evidence; support responsible use of big data and
artificial intelligence; strengthen public—private cooperation; and create mechanisms for timely
international information exchange. Prevention should no longer be treated as the performance of
formally assigned activities, but as a governmental obligation whose effectiveness must be
demonstrated through reduced criminal opportunities, increased infrastructural resilience,
disruption of organized networks, improved institutional coordination, and sustainable reductions
in targeted harms. Such a framework would preserve the advantages of an integrated national
criminal policy while recognizing that physical gangs and cybercriminal networks differ
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fundamentally in their structures, motivations, operational environments, methods of recruitment,
patterns of communication, and vulnerabilities. This transformation is essential for replacing
fragmented and reactive control with a scientific, rights-based, knowledge-driven, and sustainable
system of legal crime prevention.
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