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ABSTRACT

This study aims to comparatively examine the transformation of the concept of “property” in Iranian and Japanese criminal law
and to analyze its impact on the criminal-law protection of digital assets in the metaverse. The principal research question is:
What differences exist between the Iranian and Japanese legal systems in their understanding of the concept of “property,” and
how do these differences affect the manner in which digital assets in the metaverse are protected under criminal law? The
findings indicate that, in Japan, there is a more pronounced tendency to recognize digital assets as property, which has
contributed to strengthening criminal-law safeguards against offenses such as theft, fraud, and forgery committed within the
metaverse. By contrast, in Iran, due to a restrictive interpretation of the concept of “property” and the absence of explicit
statutory provisions, an adequate legal framework for the criminal protection of such assets has not yet been established. This
study employs a descriptive-analytical method with a comparative approach and draws upon library-based sources, domestic
and international legal instruments, and the legal practices of the two countries. The results may contribute to the formulation
of legislative reform proposals in Iran and to the enhancement of criminal-law protection for digital assets in the metaverse.
Keywords: transformation of the concept of property, criminal law, Iran, Japan, digital assets, metaverse, criminal-law protection,
cybercrime.
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EXTENDED SUMMARY
The rapid development of digital technologies has transformed conventional legal understandings of
property, ownership, economic value, and criminal protection, particularly in relation to digital
assets and emerging virtual environments such as the metaverse. The metaverse has created a
technologically mediated space in which users acquire, transfer, exchange, and exploit digital objects
possessing measurable economic value, including cryptocurrencies, non-fungible tokens, virtual
land, digital collectibles, platform-based entitlements, and other tokenized assets. These
developments have exposed the limitations of traditional legal concepts that were originally
constructed around tangible and physically transferable objects. In classical legal doctrine, property
was generally associated with materiality, economic utility, exclusivity, transferability, and the
possibility of possession, whereas contemporary digital assets may satisfy most economic and
functional characteristics of property without possessing a physical form. Modern legal scholarship
has therefore increasingly emphasized the need to distinguish physical embodiment from economic
and proprietary value and to recognize that digitally represented interests may constitute legally
protectable property where they are transferable, identifiable, exclusive, and economically valuable
(Ayoubi, 2024; Fairfield, 2022). This conceptual transformation is particularly significant in criminal
law because offenses such as theft, fraud, embezzlement, unlawful appropriation, forgery, money
laundering, and unauthorized access traditionally presuppose either the existence of property or
interference with a legally recognized proprietary interest. If digital assets remain outside the legal

category of property, victims of offenses involving virtual assets may encounter difficulties in
obtaining effective criminal protection. Consequently, the central question addressed in this study is
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how the concept of “property” has evolved in Iranian and Japanese criminal law and how differences
between these two legal systems affect the criminal-law protection of digital assets in the metaverse.
The study adopts a descriptive-analytical and comparative approach, drawing upon legal doctrine,
statutory frameworks, cybercrime legislation, regulatory instruments governing cryptocurrencies
and digital assets, and relevant scholarly analyses of digital property and cybercriminality. The
comparison between Iran and Japan is particularly instructive because both systems have been
exposed to the challenges of digitalization, yet they have responded differently to the legal
classification, regulation, and criminal protection of emerging digital assets.

In Iranian law, the concept of property has historically been influenced by civil-law doctrine and
Islamic jurisprudential understandings of economic value, rational benefit, lawful appropriation,
and transferability. Although the Iranian Civil Code does not provide a comprehensive statutory
definition of property, Iranian legal doctrine has traditionally understood property in a broad sense
as encompassing material objects and certain economically valuable rights. Katouzian’s conception
of financial rights as legally recognized privileges serving material interests illustrates that Iranian
private law is not theoretically confined to tangible objects (Katouzian, 2006). Nevertheless, the
criminal-law treatment of property has historically remained more closely connected to conventional
categories of tangible assets and traditional forms of financial value. This creates considerable
difficulty when criminal offenses concern cryptocurrencies, virtual assets, tokenized rights, or
property existing solely within digital platforms. Iran’s Computer Crimes Law of 2009 criminalizes
conduct such as unauthorized access, illegal interception, computer-related forgery, data
interference, and computer fraud, but its primary focus is the protection of information systems,
data integrity, confidentiality, and the security of electronic communications rather than the explicit
recognition of digital assets as “property.” As a result, courts and legal scholars may need to rely upon
expansive interpretations of existing concepts such as property, funds, financial rights, data, or
electronic documents in order to provide legal protection for digitally represented value. Similar
interpretive problems arise in the enforcement of judgments involving cryptocurrencies. Iranian
scholarship has argued that cryptocurrencies may potentially fall within the scope of attachable
property because they possess economic value and are transferable, even though the existing
enforcement framework was originally designed for conventional assets (Gholami et al., 2023).
However, practical enforcement remains difficult when cryptocurrencies are held in decentralized
wallets, anonymous addresses, or foreign exchanges. Questions regarding proof of ownership,
identification of digital wallets, asset control, and judicial access to exchange records further
complicate attachment and confiscation procedures (Banaei Oskouei & Jalali, 2022). Iranian
scholarship has also emphasized that regulatory uncertainty regarding virtual currencies may affect
economic security and citizens’ rights, particularly where unclear legal classifications limit the
effectiveness of judicial protection, regulatory supervision, taxation, and anti-money-laundering
mechanisms (Aghaei Toogh & Naser, 2021; Akhlaghdoost & Faghih Habibi, 2024). These problems
demonstrate that, despite the functional economic characteristics of digital assets, Iranian law still
lacks a fully articulated and unified legal doctrine recognizing such assets as property for all purposes
of criminal protection.

The Japanese legal framework presents a comparatively more adaptive response to the emergence
of digital assets, although Japanese law also preserves distinctions between traditional property law
and newer regulatory categories. Japan has developed an increasingly specialized legal framework
for cryptocurrencies, cybercrime, electronic transactions, and digitally mediated financial activities.
The Payment Services Act and the Financial Instruments and Exchange Act provide important
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regulatory structures governing crypto-assets, financial intermediaries, exchange services, and
certain forms of tokenized financial activity. These developments demonstrate a legislative
willingness to regulate economically valuable digital assets on the basis of their actual function
within markets rather than solely through traditional doctrines of corporeal property. Scholarly
analyses of digital financial assets similarly indicate that contemporary criminal-law classification
increasingly depends on the economic function, transferability, technological structure, and legally
protected interest represented by an asset rather than on physical possession alone (Lyaskalo, 2023).
The Japanese approach is also supported by a more developed cybercrime framework addressing
unauthorized access, interference with computer systems, malware, phishing, and related conduct.
The Act on Prohibition of Unauthorized Computer Access criminalizes access to protected systems
without authorization, while the Japanese Penal Code contains provisions addressing interference
with computers used in business and the creation or dissemination of malicious computer
instructions. These rules provide indirect but important protection for digital assets by criminalizing
technological methods used to obtain, manipulate, or disrupt them (Katagiri, 2021; Mosechkin, 2024).
Japan’s legal treatment of digitally mediated conduct also reflects a broader institutional approach
to cybersecurity, combining criminal law, administrative regulation, private-sector compliance, and
technological security standards. Research on Japanese cyber-security measures has shown that
public authorities, telecommunications operators, and service providers play complementary roles
in protecting networks and preventing cyberattacks (Shin, 2022). Moreover, Japanese law
demonstrates a broader capacity to adapt existing legal categories to technologically complex
circumstances, including transnational conduct and digital copyright infringements (Harata, 2025;
Imamura, 2025). Although digital assets may not always be conceptually identical to conventional
tangible property, the combined effect of specialized regulation, cybercrime legislation, financial
regulation, and judicial interpretation creates a stronger legal environment for protecting virtual
economic interests than is presently available under Iranian law.

The comparative analysis becomes particularly important in the context of the metaverse because
digital property in immersive and decentralized environments generates forms of criminal conduct
that challenge conventional concepts of possession, territorial jurisdiction, identity, and proprietary
control. Digital assets in virtual environments may be stored on centralized servers, blockchains,
digital wallets, or hybrid technological infrastructures, and the user who economically controls an
asset may be located in a different jurisdiction from the platform, service provider, blockchain
validator, or alleged offender. The recognition of such assets as legally protected property is therefore
closely connected with broader questions concerning cybercrime jurisdiction, criminal attribution,
platform responsibility, and international cooperation. Cryptocurrency and tokenized assets have
already become relevant to organized crime, illicit transfers, fraud, money laundering, and other
forms of digital criminality, which demonstrates that legal systems cannot effectively combat these
offenses without defining the protected economic interest with sufficient clarity (Collins, 2022).
International legal scholarship has consequently emphasized the need for more coherent
frameworks for cybercrime cooperation and harmonization, particularly because national criminal
laws remain fragmented and digital offenses often cross territorial boundaries (Bugaj & Idrizaj, 2025).
International regulatory initiatives concerning cryptocurrency crime likewise stress the importance
of coordination among states, financial institutions, exchanges, law-enforcement bodies, and
supervisory authorities (Ghavamipour Sarashkeh & Mahmoudi, 2024; Kavaloski, 2024). The metaverse
intensifies these challenges because criminal conduct may involve virtual environments that are
neither territorially fixed nor subject to a single legal authority. A stolen or fraudulently transferred
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digital asset may move between wallets and exchanges located in multiple jurisdictions within
minutes, while offenders may conceal their identities through pseudonymous accounts, privacy-
enhancing tools, decentralized networks, or intermediary platforms. Japan’s greater integration into
international cybercrime and digital regulation frameworks gives it stronger institutional capacity to
address some of these problems, although jurisdictional and attribution difficulties remain.
Comparative studies of international and Japanese criminal law demonstrate that questions of
extraterritorial jurisdiction, attribution, and cross-border enforcement remain central even in more
technologically developed legal systems (Arnell & Kawai, 2023; Harata, 2025). Iran faces similar
challenges but with a less developed statutory framework specifically addressing digital assets and
metaverse-related criminality, thereby increasing reliance on traditional rules whose application to
decentralized virtual environments may be uncertain.

Another major finding concerns the distinction between criminalizing interference with computer
systems and recognizing the economic object of that interference as legally protected property. This
distinction is essential because a legal system may criminalize unauthorized access to a computer or
digital wallet without necessarily providing a coherent proprietary framework for the digital asset
obtained through such access. In Iran, cybercrime provisions may punish unauthorized access,
fraud, data manipulation, or related conduct, but uncertainty remains regarding whether
cryptocurrencies, NFTs, virtual items, or other metaverse assets independently constitute property
capable of being stolen, confiscated, attached, or restored to victims. This uncertainty may limit both
substantive criminal liability and post-conviction remedies. Iranian scholarship on the legal
legitimacy of digital assets in the metaverse has therefore emphasized the importance of recognizing
their juridical value and of adapting traditional property concepts to contemporary digital
transactions (Khajevand, 2024). Similar research concerning the transformation of property in the
digital environment suggests that the defining characteristics of property should increasingly be
understood in functional rather than purely physical terms (Ayoubi, 2024). By contrast, the Japanese
regulatory environment is more conducive to treating digital assets as legally significant economic
interests because financial regulation, cybercrime legislation, and platform obligations operate
together. Japan’s experience also illustrates that criminal-law responses to cyber conduct cannot rely
solely on formal technological definitions but may require judicial assessment of the social
legitimacy, harmfulness, and context of digital behavior. This approach is particularly relevant to
emerging practices such as unauthorized cryptomining, malicious scripts, phishing, digital
credential theft, and virtual asset manipulation (Collins, 2022; Mosechkin, 2024). At the same time,
comparative analysis indicates that both legal systems must address the responsibilities of
intermediaries, exchanges, platform operators, users, and state authorities. Effective protection
requires not only substantive criminal prohibitions but also rules concerning evidence preservation,
asset tracing, confiscation, restitution, compliance obligations, cross-border cooperation, and
institutional cybersecurity. International analyses of cyber attribution and sanctions further
demonstrate that identifying the responsible actor behind technologically sophisticated attacks
remains difficult even where specialized cyber frameworks exist (Bendiek & Schulze, 2021). Therefore,
the transformation of the concept of property should be understood as one component of a broader
restructuring of criminal-law protection in digital environments.

In conclusion, the comparative findings demonstrate that the evolution of the concept of property
has direct consequences for the effectiveness of criminal protection in digital environments. Iranian
law retains sufficient doctrinal flexibility to recognize economically valuable non-physical interests,
but its criminal-law framework has not yet developed a clear and comprehensive classification of
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digital assets as protected property. This creates uncertainty in cases involving theft, fraud, unlawful
transfer, confiscation, restitution, and other offenses relating to cryptocurrencies, tokenized assets,
and virtual property in the metaverse. Japan has responded more systematically by combining
specialized regulation of crypto-assets, cybercrime legislation, financial-market rules, cybersecurity
obligations, and broader interpretations of legally protected digital interests. The principal lesson for
Iranian criminal law is therefore not the mechanical transplantation of Japanese legislation but the
need to modernize the legal concept of property in a manner consistent with the functional
characteristics of digital assets. A reformed framework should expressly recognize economically
valuable, identifiable, transferable, and controllable digital assets as potential objects of criminal-
law protection, while distinguishing among different technological and legal categories where
necessary. It should also clarify the conditions governing seizure, confiscation, restitution,
evidentiary proof, jurisdiction, and the liability of users and service providers. Such reform would
reduce interpretive inconsistency, improve legal certainty, strengthen the position of victims, and
provide courts with clearer tools for addressing offenses committed in increasingly complex virtual
environments. More broadly, the comparison indicates that the criminal-law concept of property
must remain responsive to technological transformation if legal systems are to preserve the
substantive values traditionally protected by property offenses, including economic security,
individual autonomy, lawful possession, transactional trust, and protection against unlawful
appropriation. The evolution of property from a predominantly material concept toward a
technologically neutral and functionally defined legal interest is therefore not merely a theoretical
development, but an essential condition for maintaining effective criminal justice in the digital age.
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