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ABSTRACT

The emergence of novel technologies, particularly generative artificial intelligence and the phenomenon of “deepfakes,” has
created fundamental and unprecedented challenges for criminal justice systems. Among these challenges, the production and
dissemination of fabricated pornographic content have increasingly targeted individuals’ reputation, privacy, human dignity,
and psychological security on a large scale. In confronting this phenomenon, the traditional architecture of criminal law and
existing legislation, including the Computer Crimes Act of 2009, have become structurally inadequate due to their predominantly
ex post approach and the absence of differentiated criminalization tailored to the specific characteristics of deepfake-related
conduct. The present study seeks to identify legislative gaps and propose an appropriate regulatory and preventive model for
addressing this phenomenon. Using a descriptive-analytical method and drawing upon library-based sources, the study
examines the legal and criminological dimensions of sexual deepfakes. The findings indicate that, within the decentralized and
networked environment of cyberspace, an exclusive judicial focus on punishing end users—whether producers or
disseminators—is inconsistent with the logic of criminal justice economy, particularly given the extensive and diffuse nature of
potential victimization. Overcoming this crisis requires a paradigm shift from a “repressive criminal policy” toward a
“participatory and preventive regulatory model.” Accordingly, criminal liability should be fairly and purposefully distributed
across three levels: users, dissemination platforms, and technology developers. Abandoning a passive notice-based approach
and imposing “enhanced corporate liability” on hosting platforms for proactive and algorithmic content filtering, together with
establishing a regime of “liability arising from the design of high-risk digital products” for developers—including obligations to
embed covert watermarking mechanisms and technological safeguards—constitute key strategies of situational and technical
prevention. Ultimately, this article argues that effectively controlling deepfake-related offending requires the enactment of
comprehensive artificial intelligence legislation, the adoption of active legal diplomacy at the international level, and the
reciprocal use of defensive artificial intelligence in the scientific detection and investigation of crimes.
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EXTENDED SUMMARY

The rapid and exponential development of generative artificial intelligence has fundamentally
transformed conventional paradigms of communication, content production, privacy, and the
evidentiary reliability of digital media. Among the most disruptive manifestations of this
transformation is deepfake technology, which enables the production of highly realistic synthetic
audiovisual content through advanced machine-learning techniques. The progressive accessibility of
such technologies has significantly reduced the technical, financial, and computational barriers that
previously limited their use to highly specialized actors. Consequently, deepfake tools have
increasingly become available through open-source software, user-friendly interfaces, mobile
applications, and automated online services. Although deepfake technology has legitimate
applications in entertainment, education, medicine, accessibility, and creative industries, its misuse
has generated substantial criminal-law and criminological concerns, particularly in relation to the
production and dissemination of non-consensual sexual and pornographic content. Sexual deepfakes
may seriously undermine reputation, privacy, human dignity, psychological security, and personal
autonomy, while their rapid circulation through social media platforms can exponentially intensify
victimization (Westerlund, 2019). The phenomenon has therefore become an important
manifestation of technology-facilitated abuse in contemporary cyberspace (Harris, 2019). The
principal difficulty for criminal justice systems arises from the structural asymmetry between the
speed of technological innovation and the comparatively slow process of legal adaptation. Criminal
legislation is generally reactive, institutionally cautious, and dependent on formal legislative
procedures, whereas artificial intelligence technologies evolve through rapid and continuous
technical development. This regulatory gap places criminal law in a persistent position of delayed
intervention and weakens its capacity to provide timely preventive protection against emerging
forms of cybercrime (Rostami, 2020). In the specific context of sexual deepfakes, delayed
intervention is particularly problematic because digital content can be copied, downloaded,
modified, and redistributed across multiple platforms within seconds, making complete removal
practically impossible once dissemination has begun (Chesney & Citron, 2019). Accordingly, reliance
exclusively on conventional punitive mechanisms is insufficient, and criminal policy must
increasingly incorporate preventive, regulatory, technological, and participatory mechanisms

capable of intervening before irreversible digital harm occurs (Elahimanesh, 2020).
The central problem addressed in this study concerns the inadequacy of traditional criminal-law
concepts for responding to the complex and distributed architecture of sexual deepfake production
and dissemination. Existing criminal offences such as defamation, dissemination of obscene content,
falsification, publication of false information, and violation of privacy may partially cover particular
manifestations of deepfake-related conduct, but they were generally formulated before the
emergence of contemporary generative artificial intelligence and therefore do not fully reflect the
algorithmic and synthetic nature of these offences (Rostami, 2020). This difficulty is compounded by
the multiplicity of actors involved in the production and circulation of deepfake content. Unlike
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conventional offences in which the relationship between the perpetrator, criminal act, and harmful
result is often relatively direct, deepfake-related harm may arise from the combined conduct of
software developers, content producers, secondary disseminators, hosting platforms, social media
companies, and algorithmic recommendation systems. This fragmented structure challenges the
classical doctrine of individualized criminal responsibility, which traditionally assumes a clearly
identifiable human offender whose intentional conduct directly produces the prohibited result
(Jalali, 2022). The study therefore examines whether criminal responsibility should remain
concentrated on the end user or whether a broader model of distributed responsibility should be
developed. In such a model, responsibility would be differentiated according to the functional role,
degree of control, knowledge, capacity for prevention, and contribution of each actor within the
technological ecosystem. Particular attention is paid to three principal categories: users who initially
create or intentionally redistribute sexual deepfakes; intermediary platforms that facilitate rapid
dissemination and algorithmic amplification; and developers who design, release, or commercialize
artificial intelligence systems capable of being used for harmful synthetic content. The study further
considers how the safe-harbor approach traditionally applied to internet intermediaries may become
increasingly difficult to justify when platforms possess sophisticated automated detection
capabilities and exercise substantial algorithmic control over the visibility and distribution of user-
generated content (Chesney & Citron, 2019). The broader objective is therefore to conceptualize a
preventive criminal-policy framework in which responsibility is allocated proportionately across the
digital ecosystem rather than being imposed exclusively on individual users after harmful content
has already circulated widely.

From a criminological perspective, the expansion of sexual deepfake offending can be explained
through the interaction of technological accessibility, suitable targets, anonymity, weak
guardianship, and declining perceived risks of detection. The development of user-friendly artificial
intelligence tools has effectively democratized capabilities that previously required advanced
programming knowledge, expensive computing infrastructure, and extensive technical expertise.
This reduction in the effort required to produce manipulated audiovisual content substantially
expands the pool of potential offenders. Under a rational-choice perspective, when the practical costs
and technical obstacles associated with offending decrease while perceived benefits remain stable or
increase, criminal opportunities become more attractive. Deepfake generators, automated face-
swapping applications, downloadable models, and artificial-intelligence-as-a-service platforms have
significantly lowered the effort necessary to create realistic synthetic sexual material (King et al.,
2020). At the same time, the architecture of cyberspace provides offenders with anonymity-
enhancing mechanisms, including virtual private networks, encrypted communication channels,
anonymous accounts, offshore hosting services, and dark-web infrastructures. These characteristics
weaken the probability of identification and therefore reduce the deterrent effect of criminal
punishment (Yar & Steinmetz, 2019). Deterrence depends not merely on the severity of punishment,
but also on the perceived certainty and celerity of detection and sanction. When offenders reasonably
believe that attribution is difficult and transnational investigation is slow, increasing statutory
penalties alone may have limited preventive value (Najafi Abrandabadi, 2019). This criminological
analysis demonstrates why a preventive criminal policy should focus on modifying the opportunity
structure of offending rather than relying exclusively on punishment after the offence has occurred.
Situational prevention can reduce criminal opportunities by increasing technical barriers,
strengthening guardianship, limiting anonymous abuse, and introducing automated detection
mechanisms. Such an approach is particularly relevant to sexual deepfakes because the principal
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harm often arises from the speed and scale of dissemination rather than merely from the initial act
of production. Accordingly, preventive measures must operate at the technological and
infrastructural levels, where harmful content can be identified and interrupted before large-scale
circulation occurs.

A central component of the proposed preventive framework is the development of technologically
informed obligations for digital platforms and artificial intelligence developers. Hosting services and
social media platforms occupy a strategic position in the deepfake ecosystem because they control
the infrastructure through which synthetic content is uploaded, recommended, replicated, and made
visible to large audiences. Traditional intermediary-liability regimes have frequently been based on
a reactive notice-and-takedown model, under which a platform becomes responsible only after
obtaining knowledge of unlawful content and failing to remove it. However, this approach is poorly
adapted to sexual deepfakes because harmful material may achieve viral distribution before the
victim can identify the content, submit a complaint, or obtain a judicial removal order. A preventive
model therefore requires a transition from passive notice-based liability toward enhanced duties of
algorithmic monitoring, rapid detection, and risk-based content governance. Such obligations
should be proportionate to the size, technological capacity, and systemic influence of the platform.
The use of artificial intelligence for detecting synthetic media can form part of this preventive
architecture, allowing platforms to employ defensive Al against malicious Al-generated content
(Mir6-Llinares, 2020). In parallel, developers of generative artificial intelligence systems should be
subject to security-by-design obligations intended to reduce foreseeable misuse. Such obligations
may include embedded watermarking, digital fingerprinting, traceability mechanisms, abuse-
reporting systems, restrictions on high-risk functions, and technical safeguards against non-
consensual sexual manipulation. The ethical governance of digital technologies increasingly requires
responsibility to be integrated into design decisions rather than treated solely as an external legal
response imposed after harm has occurred (Floridi, 2018). From the perspective of criminal policy,
these obligations can function as forms of technical and situational prevention. Where developers
knowingly design or market software specifically for criminal or abusive purposes, conventional
concepts of complicity may become applicable. However, where general-purpose technologies are
involved, criminal responsibility is more difficult because the requirement of shared intent between
the developer and the principal offender is often absent (Jalali, 2022). For this reason, the study
supports the development of a distinct regulatory regime for high-risk digital products in which
failure to implement reasonable safety measures may trigger administrative, civil, or, in aggravated
circumstances, corporate criminal consequences.

The challenges posed by sexual deepfakes are further intensified by the transnational nature of
cyberspace and the fragmentation of criminal jurisdiction. A deepfake may be created in one state,
processed through servers located in another jurisdiction, disseminated through a platform
incorporated in a third country, and cause reputational and psychological harm to a victim residing
elsewhere. Such scenarios complicate the determination of the locus delicti, the applicable criminal
law, access to digital evidence, extradition procedures, and enforcement of judicial removal orders.
Traditional territorial approaches to criminal jurisdiction are therefore increasingly supplemented
by principles based on nationality, victim location, harmful effects, data sovereignty, and cross-
border investigative cooperation (Fazaeli, 2021). Nevertheless, the practical exercise of jurisdiction
remains dependent on international cooperation, particularly where the suspect, relevant data,
platform infrastructure, or evidence is located abroad. Mutual legal assistance procedures are
frequently too slow for offences in which harmful content can spread globally within minutes.
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Accordingly, effective prevention and prosecution require accelerated mechanisms for preserving
electronic evidence, identifying offenders, suspending access to unlawful content, and facilitating
direct cooperation between competent authorities and major technology companies. The absence of
harmonized criminalization also creates problems for extradition because many systems require dual
criminality as a condition for surrendering an accused person. If sexual deepfake production
constitutes a criminal offence in the requesting state but is treated merely as a civil wrong or privacy
violation in the requested state, extradition may be unavailable. This regulatory fragmentation
creates digital safe havens and undermines the effectiveness of domestic criminal policy.
International legal cooperation should therefore move toward greater convergence in defining
harmful synthetic sexual content, protecting victims of non-consensual digital manipulation,
establishing minimum duties for platforms, and developing emergency procedures for cross-border
content restriction and evidence preservation. At the domestic level, these developments should be
accompanied by clearer rules governing the admissibility and authentication of electronic evidence.
Deepfakes also create an evidentiary challenge because the increasing sophistication of synthetic
media may weaken judicial confidence in audiovisual evidence. Criminal procedure must therefore
incorporate advanced forensic verification tools and scientifically validated methods capable of
distinguishing authentic from artificially generated materials (Schick, 2020).

In conclusion, the study demonstrates that sexual deepfakes cannot be effectively addressed through
a conventional criminal policy centered exclusively on ex post punishment of individual offenders.
The structure of contemporary digital harm is networked, technologically mediated, rapidly scalable,
and distributed among multiple actors whose decisions collectively shape the opportunity for
offending and the magnitude of resulting harm. An effective legal response therefore requires a
transition toward a preventive and participatory model of criminal policy in which individual users,
digital platforms, artificial intelligence developers, regulatory institutions, and international
enforcement bodies assume differentiated but interconnected responsibilities. The proposed model
is founded on three principal components. First, legislation should establish explicit and
technologically neutral offences capable of addressing the intentional production and dissemination
of non-consensual synthetic sexual content, while distinguishing such conduct from legitimate uses
of generative technologies. Second, digital platforms should be subject to enhanced corporate duties
requiring proactive detection, rapid restriction, transparent reporting, and effective preservation of
evidence in relation to high-risk synthetic content. Third, developers of powerful generative systems
should be required to implement safety-by-design mechanisms, including traceability,
watermarking, digital fingerprinting, and safeguards against foreseeable criminal misuse. These
measures should be complemented by media-literacy programs, improved digital-forensic capacity,
stronger mechanisms for protecting victims, rapid international judicial cooperation, and
comprehensive legislation governing artificial intelligence and synthetic media. The broader
implication is that the future effectiveness of criminal law will increasingly depend on its ability to
regulate technological architectures rather than merely sanction human conduct after harm has
occurred. A comprehensive legal framework capable of integrating technical, administrative, civil,
and criminal mechanisms is therefore necessary to protect human dignity, privacy, reputation, and
psychological security in an era in which algorithmic systems can manufacture highly persuasive but
entirely artificial realities.
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